
Security riSk ManageMent
Improving the security and access of response actors, including healthcare workers, through effective 

security risk management based on humanitarian principles

What iS Security riSk ManageMent?
Security risk management refers to the day-to-day management of security risks. Effective 
security risk management can address operational challenges that impede healthcare 
actors’ access to communities in need. 
All organisations and health service providers have a duty of care towards their staff. This 
means ensuring that appropriate mitigation measures and support are in place to prevent 
and respond to security incidents. All staff should be adequately informed of the risks they 
face in their work and the mitigation measures put in place by their employer. The higher 
the levels of insecurity, the greater the responsibility that response organisations have 
towards mitigating the risks faced by their staff. 
Programmes and healthcare and administrative staff at all levels have a collective 
responsibility to manage and reduce risks when they are working in insecure environments.

Good security risk management involves:

•	 ensuring that security is addressed and clarified in the organisational structure and descriptions of 
staff responsibilities;

•	 ensuring that security policies are in place and security requirements are clear to all staff;
•	 carrying out regular context analyses and risk assessments;
•	 implementing security plans based on identified risks;
•	 putting in place security arrangements and support in order to prevent, prepare for, and respond 

to identified risks;
•	 ensuring that staff who travel as part of their work are aware of and prepared for potential risks;
•	 informing and training staff on security risks and their responsibilities with regard to mitigating 

these risks;
•	 reporting and learning from security incidents;2

•	 preparing and responding to critical incidents by developing an appropriate crisis management 
structure and plan;

•	 collaborating with other organisations to share information on incidents, context analyses and 
good practice in security.

To learn more, see EISF’s guide: ‘Security risk management: a basic guide for smaller NGOs’ and ODI’s 
good practice review ‘Operational security management in violent environments’.
For practical steps on how to improve security at field level, see EISF’s ‘Security to go’ guide.

Humanitarian security risk management allows greater access to and impact for crisis-
affected populations through the protection of aid workers, programmes, and organisations.
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https://www.redr.org.uk/Our-Work/Key-Projects/Security-Incident-Information-Management-(SIIM)/The-Security-Incident-Information-Management-Handb
https://www.eisf.eu/about-us/what-is-humanitarian-security-risk-management/
https://www.eisf.eu/library/gpr-8-operational-security-management-in-violent-environments-revised-edition/
https://www.eisf.eu/library/security-to-go-a-risk-management-toolkit-for-humanitarian-aid-agencies/
https://www.eisf.eu/about-us/what-is-humanitarian-security-risk-management/
https://www.eisf.eu/about-us/what-is-humanitarian-security-risk-management/
http://insecurityinsight.org/projects/healthcare/attacks-on-ebola-response


Security riSk ManageMent in the ebola reSponSe
Although the Ebola virus is undoubtedly a public-health concern, the outbreak in eastern 
DRC is part of a broader complex emergency in which historical and present-day conflicts, a 
weak national healthcare system, and other humanitarian concerns interact to intensify the 
spread of Ebola and cause further humanitarian issues. Similar complex emergencies have 
occurred in other settings such as Yemen and Iraq. Lessons from these contexts indicate 
that responders must approach the situation as a complex emergency requiring a concerted 
humanitarian response, not purely an Ebola-focused healthcare intervention. Framing 
an emergency response healthcare intervention in conflict-affected areas according to 
humanitarian principles helps to gain community members’ acceptance and increase 
responders’ access to affected communities.

To effectively manage staff security in a complex emergency, responding organisations 
should focus particularly on adopting what we call an “acceptance approach” to security or 
an “acceptance strategy”. An acceptance approach/strategy fosters local trust and ownership 
of the response. In the DRC, this involves implementing several important measures within 
a broader security risk management framework. 

Acceptance strategy
An acceptance strategy/approach to security attempts to reduce or remove threats posed by external 
actors to response activities and personnel through the building of relationships with local communities 
and other stakeholders in the areas of operation. This particularly involves obtaining their acceptance 
of and consent for the response actors’ presence and work.  

To obtain community and other stakeholders’ acceptance of their activities, response actors 
should adhere to core humanitarian principles, which serve to reassure local communities 
about the purpose of response activities and the code of conduct that response actors 
commit to adhere to.

Humanitarian principles 
The core humanitarian principles provide a normative basis to guide humanitarian interventions in conflict-
affected areas and can help ensure acceptance by affected communities and both state and non-state 
armed groups. The core humanitarian principles, as defined by UNOCHA, are:
•	 Humanity: Human suffering must be addressed wherever it is found. The purpose of humanitarian 

action is to protect life and health and ensure respect for human beings.
•	 Neutrality: Humanitarian actors must not take sides in hostilities or engage in controversies of a 

political, racial, religious or ideological nature.
•	 Impartiality: Humanitarian action must be carried out on the basis of need alone, giving priority 

to the most urgent cases of distress and making no distinctions on the basis of nationality, race, 
gender, religious belief, class or political opinions.

•	 Independence: Humanitarian action must be autonomous from the political, economic, military or 
other objectives that any actor may hold with regard to areas where humanitarian action is being 
implemented.5
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By improving the security of response actors, organisations are also improving these actors’ 
access to affected communities.

The recommendations developed by Insecurity Insight provide specific security 
measures that foster an acceptance strategy/approach by drawing on and adhering to core 
humanitarian principles in order to address some of the security challenges currently faced 
by response actors, including healthcare workers, operating in the DRC.
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