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FIGURE 5.4
Prosperity and terrorism, 2002-2019

Prosperity is not correlated with terrorism in advanced economies.

ADVANCED ECONOMIES (r=-0.04)

Less Prosperous —»

PROSPERITY

<+ More Prosperous
e

6
IMPACT OF TERRORISM

8 10

< Less Impact

Source: The Heritage Foundation, START GTD, IEP

More Impact —

Less Prosperous —»

<+ More Prosperous

PROSPERITY

REST OF WORLD (r=0.38)

5
edme oo
s 0 ®
LA
& _-___‘ ---- o
“ifa; ® o e
2
o %o g
» @
1 e o o
0] 2 4 6 8 10

IMPACT OF TERRORISM

< Less Impact More Impact —

THE IMPACT OF 9/11 ON THE US
SOCIO-ECONOMIC SYSTEM

SHOCKS AND RESILIENCE

A shock is an abrupt change in the inputs received by the
system. A social system’s resilience is its capacity to cope with
the initial effects of this shock, minimising damage or losses to
citizens, groups or sub-systems.

Resilience also includes the capacity to recover from a shock,
with the system reconstituting its internal structure in order to

FIGURE 5.5
Shocks and resilience

re-establish itself, if possible, to pre-shock levels.

The disruption caused by severe shocks may cause the system to
reconfigure its internal structure, including social norms. If the
shock is severe enough, this process of self-modification and
self-regulation may take a long time to flow through, and in
some cases the system may not return to pre-shock operational
standards and levels of wellbeing, as shown in Figure 5.5.

High-intensity shocks may nudge a low-resilience system into a new internal configuration.
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SYSTEMIC CHANGE AFTER 9/11

There is perhaps no better example of a severe social shock than
the terrorist attacks that occurred in the US on the 11*" of
September, 2001. The attacks caused over ten times more
fatalities than any other single terrorist attack on American soil,
and had the highest number of deaths of any attack recorded in
the Global Terrorism Database. The institutional and
psychological repercussions of the attacks were deep and

long-lasting. They caused drastic changes in American social and

governance norms and nudged the country’s social system into a
process of self-modification.

This section looks at the political and social impact of the 9/11
attacks in the US and how various norms and structures
changed, compared to the change in other highly developed
countries.

The attacks resulted in a sharp deterioration in the indicator
internal conflict for the US, as shown in Figure 5.6. This
indicator measures political violence in a country and its actual
or potential impact on governance. Internal conflict in the US
deteriorated by almost 40 per cent as a consequence of 9/11.
Importantly, it never recovered fully, hovering around 20 per
cent above its pre-9/11 levels for the two following decades.
Somewhat worryingly, internal conflict in other developed
countries has now deteriorated almost to the same extent as in
the US.

TABLE 5.2
US POLICY RESPONSES TO 9/11 ATTACKS

Following the attacks and heightened perceived terrorism
threats, US authorities responded with a suite of new policies,
programs and agencies, which gave the security apparatus
greater powers against future threats. A summary of these
reforms is given in Table 5.2.

FIGURE 5.6
Internal conflict, 1998-2018

Internal conflict deteriorated sharply in the US following the
9/11 terrorist attacks.
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Following the attacks, the US public saw a spate of new policies enacted to improve security.

Enacted Legislation Year Effect

Implemented measures that facilitated investigating, tracking, prosecuting and arresting individuals

USA Patriot Act 2001

suspected of involvement with terrorist activities. Introduced extensive powers of surveillance of private

individuals by law enforcement authorities, including tracking communications through the Internet and

other media.

Instituted the federalisation of airport security. Created tighter examinations of passengers, more

The Aviation and Transportation

Security Act 2001

Homeland Security Act 2002

Public Health Security and
Bioterrorism Preparedness and 2002
Response Act

Enhanced Border Security and Visa

Entry Reform Act 2002

The M'aritime Transportation 2002 !
Security Act Service.
Project BioShield Act 2004

Intelligence Reform and Terrorism 2004

Prevention Act

Source: Harlow (2006)°

comprehensive baggage screening and other measures. A new agency - the Transportation Security
Administration - was created to oversee the security standards applying to civil aviation, rail, highway
and water transportation.

Created the Homeland Security Department with the objective to prevent terrorist acts in the US and
also rearranged a number of government agencies to facilitate terrorism suppression and preparedness.

Enacted to improve the preparedness of the public health system to deal with major bioterrorism
attacks. Created tighter security surrounding food transportation and water treatment.

Tightened security around the immigration system, especially regarding border controls, the visa
system and travel documentation.

Expanded and formalised the counter-terrorism role of the US Coast Guard and the US Customs

An amendment to the Public Health Service Act to provide added protection and countermeasures
against terrorist attacks using chemical, biological, radiological and nuclear devices.

Implemented a reorganisation of the counter-terrorism apparatus in the US. Created an agency to
integrate foreign and domestic intelligence on terrorism.
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FIGURE 5.7
Internet content regulation, 1998-2018

After the attacks, a greater range of topics became amenable to regulatory action in the US.

- Advanced IMF Economies (excl. US)

4 140
>C
585
ggg 130
¢ 0
‘g O
S za
§ 08
O 25 120
53
28
o
X
-l
~ Zd 10
c Oz
5 4=
5 I
€ Z 100
o<
05 W
2
s$g Z
v 90

1998 2000 2002 2004 2006

Source: Varieties of Democracy, IEP

These new initiatives had a negative side-effect of impinging on
civil liberties.”” The US population had to live under heightened
surveillance, increased security checks and greater monitoring
and regulation of communications. The use of the Internet by
many terrorist groups as a propaganda and recruitment tool
contributed to greater surveillance of the medium." Figure 5.7
shows how the scope of Internet monitoring and regulation
increased in the US in the aftermath of the 9/11 acts, and never
returned to pre-attack levels.

FIGURE 5.8
Human rights protection, 1998-2018

Human rights protection deteriorated in the US following the
terrorist attacks, before it eventually returned to the level
seen at the time of the 9/11 attack.
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US security forces responded to the perceived heightened threat
with greater surveillance and more frequent arrests of suspected
terrorists. Some reports and images regarding the torture of
suspected terrorists reached the wider public, which raised
concerns about the protection of human rights in the country.
Figures 5.8 and 5.9 show a deterioration in US indicators of
protection of human rights and freedom from torture after 9/11.
Unlike other measures illustrated previously, both of these
indicators have returned to pre-9/11 levels.

FIGURE 5.9
Freedom from torture, 1998-2018

Perceived freedom from torture deteriorated in the US relative
to other advanced economies.
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A number of policies enacted after the 9-11 attacks gave greater
power and agility to the executive and security forces to mitigate
the terrorist threat. This meant that there was somewhat less
scope for the judiciary to review executive decisions, as
illustrated in Figure 5.10. This reduced the US court system’s
ability to challenge or invalidate governmental policies and
decisions on the grounds that they violate a constitutional
principle. This represented a change in the US social norms and
in the inner workings of the American governance system.

FIGURE 510
Judicial review, 1998-2018

There was also a concurrent deterioration in the law and order
indicator, which captures the extent to which the legal system is
strong, effective and impartial, as shown in Figure 5.11. It also
measures the extent to which citizens abide by the law. There
has been no recorded recovery in this indicator in the US since
9/11, whereas there has only been a very slight deterioration
elsewhere among other developed nations.

There was a deterioration in the US court system’s ability to review and challenge executive decisions.
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FIGURE 511
Law and order, 1998-2018
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The deterioration in law and order in the US after the 9/11 attacks has not been reportedly reversed.
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Although the economic impact of the 9/11 attacks was
significant, they had little influence on US economic
performance in the long term. The economic contraction of the
early 2000s was relatively mild, with GDP growth remaining
positive throughout the period and the US unemployment rate
seeing only a two percentage point increase over a period of
three years. Figure 5.12 shows the economic contraction of the
early 2000s compared to that following the Global Financial
Crisis of 2008-09 (GFC). The deteriorations in GDP and
unemployment were relatively muted, contrasting to those
observed after the GFC.

FIGURE 5.12
GDP and unemployment, 1998-2018

"The 9/11 terrorist attacks

in 2001 triggered profound
changes in the US social and
governance systems that
have persevered for almost
two decades."

In 2001, US GDP and unemployment did not deteriorate as severely as during the subsequent 2008-09 crisis.
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DISRUPTING TERRORIST
GROUPS AND NETWORKS

In order to best combat terrorism, it is essential to understand
the motivations of existing and prospective members of terrorist
groups, as well as the recruitment and funding mechanisms
these groups use.

The factors underpinning the workings of a terrorist group can
be represented as nodes in a network, and the linkages between
them form feedback loops that allow the terrorist group to
operate and thrive, as shown in Figure 5.13.12 Sufficiently
disrupting the group can cause its end.

Most terrorist groups cease to exist within a year of forming, as
shown in Figure 5.14. There were 104 active terrorist groups
with recorded attacks in the 2002 GTD. Of those, just 47 were
active a year later, and by 2019 just 19 were active. There is a
similar pattern if 2010 is used as the base year, with 154 active
groups diminishing to 69 in 2011, and down to 34 by 2019.

The terrorist groups that do survive for multiple years tend to
have better entrenched support networks with regards to
recruitment and funding. The key objective of most entrenched
terrorist groups is to attain greater social and political influence,
with which the group hopes to implement its desired policies
and social changes. The impact of each attack feeds this political
influence as groups use their notoriety to disseminate
propaganda. The attacks are perpetrated by recruited agents
who are dissatisfied with their status in society and hold a
negative perception of the society or country they wish to attack.
This feedback loop is represented in green Figure 5.13. Media
coverage of the attacks also helps increase the political and
social influence of the network, as represented by the red

FIGURE 5.13

feedback loop in the picture. Funding and support from
sympathisers allow the operations to continue, as per the yellow
feedback loop. The groups’ recruitment loop is represented in
blue.

Political and social influence is both an objective of the network
and one of the cogs in the mechanism that keeps the network

FIGURE 5.14
Terrorist group survival, 2002-2019

Most terrorist groups disband, merge with other groups, or
are destroyed within a year of being formed.
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Positive feedback loops supporting terrorist organisations

This diagram shows the nodes and linkages of a terrorist support system.
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operating. This is the only node that is part of all four feedback
loops, it is critical for the running of a terrorist group. Removing
or reducing the effectiveness of this node will disrupt the
network in a way that no other node would. This is consistent
with the fact that most entrenched terrorist groups end by
becoming involved in the political process. Whether or not a
terrorist group will end in this manner is dependent on their
overall goals and the size of the group.

Two other factors are also highly important: recruitment of
terrorists and the impact of attacks. The recruitment of
terrorists is defined as the willingness of individuals to engage
in terrorist activity. The impact of an attack refers to the social
and economic damage as well as the number of people Killed or
wounded in an attack.

RECRUITMENT

The ways in which terrorist groups seek to recruit individuals
are considerably varied. But there are also many ways to disrupt
the recruitment of terrorist groups. Two broad strategies involve
disrupting either the methods and mediums used for
recruitment, the “how”, and by understanding the motivations
for why people seek to join terrorist groups, the “why”, as shown
in Figure 5.15.

The proximity of an individual to members of a terrorist group
has a profound influence on whether or not the individual will
join. For example, around 58 per cent of current or former ISIL
members report being influenced by either immediate or
extended family, or close friends that were members.
Interestingly, much in the same way families can be a source of
radicalisation, they can also guide members away from this
path, turn them in to the authorities or limit the time spent in
terrorist groups.

FIGURE 5.15

Terrorist groups routinely utilise social media to promote their
political agendas and seduce individuals to their cause. Nearly
50 per cent of current or former members of ISIL indicate they
had been radicalised solely by passively consuming the material
on social media.’* Similar phenomena can be observed with
far-right terrorism. The perpetrator of the Christchurch
massacre in 2019 circulated a manifesto via email and
livestreamed the attack.

Monitoring of social media feeds by law enforcement is thus
crucial in identifying key accounts and individuals who are
accessing the material, seeking to recruit others or expressing a
desire to provide financial or material aid to them."* Social
Network Analysis has proven to be useful in identifying the
perpetrators of the 9/11 attacks as well as the Australian
neojihadist network among many others.””

Terrorist groups can also provide a powerful sense of belonging
to disenfranchised individuals. Being in a group is conducive to
survival because it offers protection from potential threats.
These groups have their own encoded norms and patterns of
behaviour that allow a group to quickly determine who belongs
and who do not. In extreme circumstances, an individual’s
identity may become totally fused with their group, leading
them to carry out extreme self-sacrificing behaviour such as
suicide bombings.!

IMPACT OF ATTACKS

Terrorist groups that commit attacks with a higher impact
receive more coverage, which in turn can become a recruiting
tool for a group. The higher the degree of notoriety a group has,
the more likely it will become a magnet for potential recruits, or
a source of inspiration for other would-be-terrorists.

Main factors influencing terrorist group recruitment

To properly disrupt recruitment, both the method and the motivation would need to be addressed.
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Limiting the media exposure of terrorist groups minimises their
opportunity for political influence. The media can also have a
positive impact following a terrorist attack by acting as a
peacemaker, communicating community solidarity and public
awareness of security threats in a non-dramatic way.

LEAVING A TERRORIST GROUP

Factors cited by many former terrorists for leaving a group
might dissuade others from joining in the first place. Some of
the primary reasons for leaving groups like ISIL are moral
apprehension with their treatment of civilians, women, foreign
fighters and their own members, a lack of food and poor living
conditions, and corruption in the form of hypocrisy.
Interestingly, these issues are not unique to ISIL. Similar factors
have been cited by individuals leaving right-wing extremist
groups such as the Ku Klux Klan."” In both cases, highlighting
the stark difference between expectations and reality is a useful
counter-narrative for those seeking to join a terrorist group.

This suggests that a potentially effective way to disrupt
recruitment is to educate vulnerable youth about the harsh
reality of belonging to and operating for a terrorist group.
Showing potential recruits the violence of the actions and the
emptiness of the promises may dissuade some of them from
joining.

"Nearly 50 per cent of
current or former members
of ISIL indicate they had
been radicalised solely by
passively consuming the
material on social media."
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