
 CONCEPT OF OPERATIONS 

 

 

This Concept of Operations is a live document. Activities will be adapted and revised as the situation unfolds and as further 

communications needs are expressed by the response community. 

Last update: 04 February 2019 

Background

A decade into the crisis, communications 

infrastructure remains severily affected, 

characterized by a lack of – or non-existent – 

reliable and safe telecommunications, mobile 

networks and Internet services, especially outside 

of urban areas. This gap was identified as of one 

the main impediments to enable humanitarian 

programming and ensure the safety of 

humanitarian actors when operating in a complex 

operational environment. 

Since its activation in November 2016, the 

Emergency Telecommunications Sector (ETS) has 

been providing critical shared security 

telecommunications services in the capital states in 

Maiduguri and Damaturu, and Internet and 

security telecommunications in the eight 

humanitarian hubs in Borno State to enable 

efficient humanitarian operations. 

 

 

 

Needs Assessment 

• An initial assessment was conducted in September 2016 to evaluate the insfrastructure and services in 

place in North-East Nigeria and to determine the Information and Communications Technology (ICT) 

gaps. Findings showed that humanitarian responding to the crisis were in need of security 

communications and reliable connectivity services to carry out their jobs efficiently and safely as services 

from local service providers were non-operational in most of the proposed field common operational 

areas and non-reliable in metropolitan areas.  

• The ETS carries out frequent missions across North-East Nigeria to ensure fully operability of ETS services 

deployed. During these missions, the ETS engages with users of its services and with the wider 

humanitarian community to identify gaps and evolving needs. During 2018, the ETS has provided 
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communications services to 103 organisations, including UN agencies, local and international NGOs and 

governmental organisations.  

• As part of the Humanitarian Response Plan (HRP) for 2019, the ETS is appealing for US$3.4 million to 

continue providing vital communications services across North-East Nigeria, including coordination and 

Information Management, expand services to common operational areas as required and to map the 

communications needs of the affected population.  

 

ETS Response:  

The ETS in Nigeria aims to address the critical communication gaps by undertaking the following activities:  

• Coordination: Coordinate ICT activities within response community (including liaising with 

commercial entities and government authorities) to  minimize duplication  of  efforts  and maximise 

the use of available resources. Liaise with government authorities to provide guidance on how import 

and licensing of communication equipment to the humanitarian community, 

• Information Management: Consolidate and share operational information, with  the  aim  of 

enhancing operational  decision making. This includes maintaining information sharing platforms, 

contact lists, country webpage on www.ETCluster.org, ETS dashboards, infographics, generating 

regular situation reports and diseminating operational information with relevant stakeholders as 

required,  

• Security telecommunications: Provide reliable security telecommunication services to humanitarian 

community in common operational areas, including radio programming and end-user training on 

security telecommunications procedures, 

• Internet connectivity: Provide reliable internet services to the humanitarian community in common 

operational areas, namely in the humanitarian hubs, 

• Services for Communities (S4C): Identify information needs of the affected communities by 

conducting an information needs assessment;  

• Capacity Building : Transfer knowledge on IT emergency management and response to members of 

the local ETS Working Group, government entities and relevant stackeholders involved in emergency 

operations by conducting capacity building exercises and be better prepared to future emergencies.  

The response is planned in three phases.  

 

Phase I: Deployment (24 months) 

During 2017 and 2018, the ETS:  

• Mobilized dedicated staff to deploy ETS services, provide timely user support, and conduct technical 

training activities. This included deployment of 1x ETS Coordinator, 1x IT specialist, 2x 

Telecommunications specialists, 1x Business support specialist, 1x Information Management officer, 

Telecommunications experts from WFP deployed on a short assignment and Stand-by Partners from 

Ericsson Response to assist the ETS team with the tool to manage and distribute Internet connectivity. 

To ensure the sustainability of the ETS project in the long-term, the ETS recruited 2x local IT and 1x 

business support assistants. 

http://www.etcluster.org/
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• Established coordination hub for ETS operations at the Red Roof base camp in Maiduguri. In 

addition, the local ETS Working Group was set up as a field coordination mechanism at the local 

level with the active participation of 32 organisations. 

• Facilitated the provision of security telecommunications services for all humanitarians in in 9x 

common operational areas1 in close collaboration with the UN Department of Safety and Security 

(UNDSS). Additionally, the ETS sponsored the recruitment of radio operators with the support of 

UNDSS and WFP to man the Communications Centres (COMCEN) established by the ETS in Borno and 

Yobe states.  

• Deployed and maintained ETS connectivity services in 8x common operational areas. This included 

identifying the most suitable connectivity solution for the hubs established in remote field locations and 

mobilizing equipment from ETC partners the Government of Luxembourg and Ericsson Response to 

provide Internet services at the Red Roof humanitarian base camp in Maiduguri.  

• Built the capacity of the IT response team by conducting a technical ETS Analogue/Digital radio 

training in September 2017 for 11 humanitarians from 8 organisations.  

The phase I of the ETS project in North-East Nigeria was successfully completed as of end of 2018. 

Phase II: Expansion of services/support/maintenance (12-24 months) 

In 2019, the ETS in Nigeria will: 

• Continue the provision of coordination and information management activities: The ETS will 

participate in relevant sector meetings and organise regular dedicated ETS coordination meetings in 

Maiduguri. The ETS will also continuously assess communications needs of the broad humanitarian 

community across the North-East during frequent field missions. Updated ETS information products, 

including but not limited to dashboards, situation reports, infographics, operational documentation 

and meeting minutes, will be produced, timely disseminated among global and local partners and 

posted on the Nigeria emergency page on the ETCluster.org platform. 

• Maintain communications services in nine areas currently covered with ETS services in Borno 

and Yobe states, and extend those services to new operational areas as humanitarian needs and 

operations require: In 2019, the ETS security telecommunications services covering Maiduguri and 

Damaturu as well as the ETS Internet connectivity and security telecommunications services deployed 

in the humanitarian hubs in Bama, Banki, Damasak, Dikwa, Gwoza, Maiduguri, Monguno and Ngala 

will be maintained. In addition, the ETS will deploy services in 4x operational areas across the North-

East as per Humanitarian Country Team (HCT) recommendations, namely Geidam, Madagali, Rann and 

Yola. 

• Deploy a hybrid power supply solution for a continuous provision of ETS services at the 

humanitarian hubs: To complement the existing solar back-up system in place for ETS radio 

infrastructure and overcome fuel shortages affecting the generators’ power supply in the hubs, the 

ETS is planning to deploy a hybrid power solution to ensure ETS services are available 24/7. The ETS 

conducted an assessment mission in July/August 2017 to gather the technical requirements to 

develop a hybrid power solution tailored to the northeastern context. 

• Continue building capacity of local ICT staff and government counterparts to facilitate the 

localization of the ETS support structure: Aside of the regular training delivered by the ETS on 

                                                      
1 Full list of operational and planned operational areas covered with ETS services is available in Annex 1. 
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security telecommunications procedures for the entire humanitarian community, the ETS is planning 

to conduct technical security communications training and capacity building activities for government 

counterparts and humanitarian partners to facilitate the localization of the ETS support structure. To 

ensure continuity of services in the long term as well as the provision of the required technical 

support, the ETS will continue recruiting and transferring knowledge to local staff. This comprises the 

recruitment of 2x national telecommunications associates and 1x communications assistants in 2019.  

• Assess the communication needs of affected communities to enable them to make informed 

decisions and help re-establish their lives: the ETS will conduct an assessment to identify 

communications gaps of affected communities in the North-East and evaluate how ETS can address 

those gaps or report to relevant sectors and actors.  

 

Phase III: Transition strategy (12 months) 

The ETS will transition all ICT services from the emergency to the recovery phase when there are no ICT gaps 

on the ground. Any deactivation of the ETS in Nigeria will be done in close consultation with the HCT with 

support from senior management at the WFP Nigeria Country Office.  

In locations where ETS services are no longer required, or can be transitioned to a local service provider, 

ETS will inform recipient organisations of the proposed cut-off time. In locations where longer-term 

service-provision and support is required, the ETS may identify a local organisation to lead service 

provision and implement a cost-recovery model to maintain services beyond the emergency response 

plan. As the ETS in Nigeria is still in the deployment and maintenance phase of the project, the ETS will 

continue evaluating the needs on the ground to propose an appropriate date to start its transition 

strategy. 

In the last 12 months of its response, the ETS will: 

• Ensure provision and maintenance of services established until the cut-off date beyond which the ETS 

will either shut down or hand over the services to another responsible party.   

• Communicate the transition plan to all partners and users.  

• Ensure a thorough handover with local entities that will continue service provision after deactivation of 

ETS. 
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Risks and Challenges 

Risks/challenges Mitigation measures 

Volatile security and political 

situation  

• Liaise with WFP security and UNDSS and HCT to ensure access to 

operational areas and a safe deployment and provision of services.  

• The ETS will continue engaging with Military to obtain permission to deploy 

security telecommunications infrastructure and services in common 

operational areas.  

Power grid is unreliable • The ETS is planning to deploy a hybrid power supply solution at the 

humanitarian hubs to ensure ETS services are operating 24/7 without relying 

on generators (not operational continuously due to fuel shortages). 

Transportation limitations • Close liaison with Logistics Sector/UNHAS on possible solutions for 

equipment transportation and ETS personnel. 

Inadequate security 

communications procedures in 

place 

• Collaborate with UNDSS to strengthen the security communications 

procedures for COMCENs and humanitarian actors across North-East 

Nigeria. 

Scale-up of humanitarian 

interventions in North-East 

Nigeria 

• The deployment of ETS services is done in line with identification of 

common operational areas by the Humanitarian Country Team (HCT).  In 

addition, the ETS will continue to monitor the evolving communications 

needs and adjust the plans as necessary, including expanding existing 

services, and scaling up in new areas if common ICT gaps are identified. 

Misuse of ETS communications 

services 

• Programming of handheld and mobile radio equipment is centralised and 

done by the ETS since the humanitarian scale-up at the end of 2017, 

assigning callsigns strictly to humanitarian personnel. In the event of theft of 

end-user equipment, devices can be immediately removed from the security 

telecommunications network when reported to the ETS. 

• Access to ETS Internet services is based on a control mechanism where 

humanitarian personnel must log in using an official email address from a 

recognised humanitarian organisation. When generic emails are used (gmail, 

yahoo..) humanitarians are required to meet personally the ETS team in 

Maiduguri or the designated ETS focal point at the remote humanitarian 

hubs to verify his/her humanitarian status. ETS IT specialists constantly 

monitor the bandwidth usage to detect any suspicious activity and act 

accordingly. 

Damage and / or theft of 

deployed ETS equipment 

• The ETS continually engages with the WFP and IOM security teams, UNDSS 

and OCHA to get the latest security updates for North-East Nigeria. ETS 

equipment is deployed in UNDSS-approved humanitarian hubs, which count 

on walls, access control and security mechanisms. In the event of theft or an 

attack damaging the communications equipment, the ETS has the ability to 

remotely disable it to avoid misuse.    

ETS funding situation • The ETS will actively seek further funding opportunities at global and local 

level, collaborating closely with WFP donor relations officer, OCHA and 

donors’ representatives. 
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Annexes 

 

1. List of planned and current common operational areas covered with ETS services 

 

Operational Area, State 
Security 

Communications 
Internet 

Connectivity 

Bama, Borno State ✓ ✓ 

Banki, Borno State ✓ ✓ 

Damasak, Borno State ✓ ✓ 

Damaturu, Yobe State ✓  

Dikwa, Borno State ✓ ✓ 

Gwoza, Borno State ✓ ✓ 

Maiduguri, Borno State ✓ ✓ 

Monguno, Borno State ✓ ✓ 

Ngala, Borno State ✓ ✓ 

Geidam, Yobe State (planned) ✓ ✓ 

Madagali, Adamawa State (planned) ✓ ✓ 

Rann, Borno State (planned) ✓ ✓ 

Yola, Adamawa State (planned) ✓   

 

 

All information related to ETS operation in Nigeria can be found on the website: 

www.etcluster.org/emergencies/nigeria-crisis   

For more information, or to be added or deleted from the mailing list, please contact: Nigeria.ETS@wfp.org  

http://www.etcluster.org/emergencies/nigeria-crisis
mailto:Nigeria.ETS@wfp.org

