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1 Abbreviations and glossary 

Acronym Description 

API Application Programming Interface  

CRUD Create, Read, Update and Delete Cycle 

DDOS Distributed Denial of Service 

DPIA Data Protection Impact Assessments  

DPO Data Protection Officer  

DSSS Direct Sequence Spread Spectrum  

E/PIA Ethical and Privacy Impact Assessment 

EGNOS The European Geostationary Navigation Overlay Service 

EU European Union 

GDPR General Data Protection Regulation (EU) 2016/679 

GNSS Global Navigation Satellite System 

GPS Global Positioning System  

GUI Graphical User Interface 

IM Information Management 

iTRACK Integrated system for real-time tracking and collective intelligence in civilian 
humanitarian missions 

OpsFeed A tool used by WFP to manage information describing the need and assistance of 
humanitarian aid in Syria and its neighbouring countries.  

SDK Software Development Kit 

WP Work Package 

 

Term Description 

Consent Any freely given, specific, informed and unambiguous indication of the data 
subject's wishes by which he or she, by a statement or by a clear affirmative 
action, signifies agreement to the processing of personal data relating to him or 
her.1 

Controller  Means the natural or legal person, public authority, agency or other body 
which, alone or jointly with others, determines the purposes and means of the 
processing of personal data; where the purposes and means of such processing 
are determined by Union or Member State law, the controller or the specific 
criteria for its nomination may be provided for by Union or Member State law.2 

Information and 
data flows 

Regards the path data and information take from their original setting to their 
end users. It includes mapping: 
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Term Description 

 What information/data is collected 

 How the information/data is collected 

 How it will be used 

 How it is shared and with whom 

 Disclosures 

 Security measures 

 Data quality measures 

Personal data Any information relating to an identified or identifiable natural person (‘data 
subject’); an identifiable natural person is one who can be identified, directly or 
indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more 
factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person.3 

Privacy  Privacy regards the ability to maintain control over one’s personal information.  

Processing Any operation or set of operations which is performed on personal data or on 
sets of personal data, whether or not by automated means, such as collection, 
recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or 
destruction.4 

Protection Protection in the humanitarian field ensures that the human rights of all 
beneficiaries are respected during the course of humanitarian interventions. 

Processor  A natural or legal person, public authority, agency or other body, which 
processes personal data on behalf of the controller.5 

Pseudonymisation The processing of personal data in such a manner that the personal data can no 
longer be attributed to a specific data subject without the use of additional 
information, provided that such additional information is kept separately and is 
subject to technical and organisational measures to ensure that the personal 
data are not attributed to an identified or identifiable natural person.6 

Research  A process of systematic enquiry leading to new insights which contribute to a 
body of knowledge, effectively shared.7  

Research 
participant  

A human subject about whom an investigator conducting research obtains (1) 
data through intervention or interaction with the individual; or (2) identifiable 
private information. 

Risk  The impact of a threat acting on a vulnerability.  

Safety and security The condition of being free from harm, danger or risk. 

Threat Threats are anything that would contribute to the tampering, destruction or 
interruption of any service or item of value. In order to do so it exploits 
vulnerabilities.  

Vulnerability  A weakness (physical, social, technical, economic, environmental or linked to 
processes) that makes individual, a community, assets or systems susceptible 
to an attack 
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2 Executive Summary 

This document is the ethical and privacy impact assessment (E/PIA) report for the iTRACK project (D3.1). 

The development and deployment of a technology such as the iTRACK system may have various 

consequences, including those related to privacy and ethics. The purpose of an E/PIA is to assess the risks 

that the project technology poses for privacy and ethics and propose how to mitigate these risks. The 

analysis carried out in the E/PIA, will in turn inform the technology development. In other words the E/PIA 

fills a knowledge vacuum on how the relevant technology should be developed so as to ensure it abides 

by, and protects, ethics and privacy. By carrying out the E/PIA specifically for iTRACK we are considering 

privacy and ethics in the relevant context; namely we are taking into account the nature of the situation 

and context in which the technology will be used as well as the technology itself.  

 

The report is a result of desk-based research, interviews with those responsible for the development of 

the technology and a one day interactive workshop for the consortium, including the end users (WFP) and 

an ethics and privacy expert. The aim of the interviews was to map the information flows. The aim of the 

workshop was to identify risks related to the system (e.g., legal, social and ethical), assess those risks 

according to likelihood and severity and discuss possible solutions to risks in order to avoid, minimise, 

transfer or share risks. The report sets out a comprehensive summary of the privacy and ethical impact 

assessment process conducted for the project, including a set of initial recommendations. The project will 

revisit the E/PIA as the technology is developed and undergoes changes, and/or as new risks arise and 

become apparent. To that end the iTRACK project includes related tasks of ethical and privacy monitoring 

(Task 3.3) as well as a consideration of the socio-cultural considerations that should be taken into account 

in the future development and planned exploitation of the iTRACK system (Task 3.2).  

 

The document is public but it is intended to also assist the consortium partners in the development and 

delivery of the iTRACK (Integrated system for real-time TRACKing and collective intelligence in civilian 

humanitarian missions) system. The box below details the task description as contained in the projects 

document of work.  

 

Task 3.1 Impact Assessment [M01-M10] (TRI, all WP3 partners) In this task partners will complete a comprehensive impact 
assessment of the various privacy and ethical related risks relating to the iTRACK system, particularly the implications of 
monitoring people. The task will draw upon the well-developed and tested impact assessment methodology designed by TRI 
(e.g., via PIAF, SAPIENT and SATORI). The assessment will involve direct engagement with all iTRACK partners thereby 
incorporating a privacy-by-design approach to the project. The task will proceed with the following sub-tasks: Sub-task 3.1a: 
Plan the timetable for the assessment: prepare a plan (inclusive of the methodology) and timetable for completion of the 
assessment in line with the needs of the project. Including who will participate and dates for collaborative sessions (see 2.1b 
below). Sub-task 3.1b: Preliminary interviews and 1 day interactive workshop for the consortium, including the end users. Prior 
to the workshop TRI will conduct 5 interviews with the consortium. During the workshop TRI will conduct approximately 5 
additional one-to-one interviews and 4 group interviews. The aim of these interviews will be to map the information flows; 
identify risks related to the system (e.g., legal, social and ethical), assess those risks according to likelihood and severity; 
brainstorming possible solutions to risks in order to avoid, minimise, transfer or share risks.  
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3 Introduction 

Novel, digital and web-based information and communication technologies (ICT) have the potential to 

improve humanitarian action / humanitarian operations. Big data analysis can, for example, rapidly 

provide decision makers with a realistic overview of a conflict situation. Such technology is an example of 

what Vinck (2013) describes as humanitarian technology; in other words, technology that improves the 

quality of prevention, mitigation, preparedness, response, recovery and rebuilding efforts.8 Yet, there are 

also potential drawbacks to using technology; humanitarian technology solutions may invade privacy, 

undertake surveillance and ‘compromise the core principles of humanitarian action and obscure issues of 

accountability of humanitarian actors towards beneficiaries.’9 The core humanitarian principles include: 

humanity, impartiality, neutrality and independence.  

It is further recognised that some humanitarian workers may be in a vulnerable position, whereby they 

are pressured in emergency situations, making them more susceptible to accepting conditions and 

consenting to situations and/or technologies they may otherwise not have done. Consequently, there is a 

need to ensure that humanitarian technology is based on ethical and privacy principles.  

The protection of privacy and ethical values can be enhanced through the conduct of an ethics and 

privacy impact assessment (E/PIA)10. Such an analysis must go beyond a dialogue of the costs and benefits 

of surveillance, information and data collection devices. Instead, it must understand the information 

flows, information exchange, storage, transfer, and risks associated with that technology and reflect on 

key privacy and ethical principles such as the do no harm principle (more below). Further, rather than 

simply an exercise in tracking or assessing privacy and ethical harms over time, an E/PIA approach allows 

intervention and change. 

The aim of the E/PIA in this project, is to become part of the design process from beginning to end, and to 

incorporate ethical and privacy values in a principled and comprehensive manner within the iTRACK 

(Integrated system for real-time TRACKing and collective intelligence in civilian humanitarian missions) 

system. To that end the findings in this deliverable will feed into D4.1 Architecture and Design 

Specifications 1st Version; D5.2 iTRACK system components-Beta version; D4.3 Integrated iTRACK platform 

1st Version; D4.5 iTRACK platform testing 1st version; D4.2 Architecture and Design Specifications 2nd 

Version; D4.4 Integrated iTRACK platform 2nd version; D2.7 Policy Handbook; D4.6 iTRACK platform testing 

2nd version. 

Importantly, the assessment is not carried out in isolation but with the help of end users and experts in 

privacy, ethics and data protection; and this helps to gauge the nature and intensity of relevant concerns 

and views, with regard to the risks posed by the technology.  

A range of ethical principles, codes of practice and legal regulations have been used in the context of this 

E/PIA. As iTRACK is a global project, the framework for the E/PIA is developed from a range of standards, 
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legislation, regulation and examples of best practice globally: “The most overarching and important is the 

Kantian idea of respect for the dignity of the person. When the self can be technologically invaded 

without permission and even often without the knowledge of the person, dignity and liberty are 

diminished”.11  

This document is public but it is intended to also assist the consortium partners in the development and 

delivery of the iTRACK system.  

In terms of the structure of this deliverable, following on from this introduction the E/PIA is looked at in 

more detail (Section 4). Subsequently, an overview of how the E/PIA was carried out within the iTRACK 

project is provided (Section 5). In order to understand the ethical and privacy risks that may arise in the 

project it is necessary to understand the technology being developed and the information flows within 

the system; this analysis is outlined in Section 6. Section 7 then sets out potential privacy and ethical risks 

raised by the system. Subsequently, a set of recommendations is provided; this includes general 

approaches that should be followed in the iTRACK project (Section 8). Finally the next steps in the E/PIA 

process of the iTRACK project are outlined (Section 9). 
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4 E/PIA 

4.1 What is an ethical and privacy impact assessment? 

An ethical and privacy impact assessment (E/PIA) is a systematic process for identifying and addressing 
ethical and privacy issues in an information system, whilst also considering the future consequences and 
impacts of proposed actions in relation to ethics and privacy. It can be described as an early warning 
system that can help expose risks regarding the project/technology/policies that are in development.12 In 
the context of this deliverable we are focusing on ethical and privacy principles, and therefore the impacts 
focus on mitigating potentially negative consequences to these. That does not mean that there are not 
also positive impacts that derive from taking these issues into account. Literature shows that 
organisations that take privacy seriously can benefit in monetary terms, design terms, competitive 
advantage etc.13 

 

An E/PIA is a process best completed at the initial stage of a project in order to have the maximum 

opportunity to affect the development of the technology. In that sense an E/PIA aims to mitigate any risks 

related to ethical, privacy or data protection issues. For technology development projects, an E/PIA acts 

as a foundational component for achieving meaningful "privacy-by-design"14 by providing information to 

support privacy supporting design decisions.    

 

However, it is not a privacy or data protection audit. Instead an E/PIA looks at broader issues and includes 

engagement from stakeholders. As highlighted by Wright: “Engaging stakeholders, including the public, 

will help the assessor to discover risks and impacts that he or she might not otherwise have considered. A 

consultation is a way to gather fresh input on the perceptions of the severity of each risk and on possible 

measures to mitigate these risks”.15 

 

An important part of the E/PIA process is the preparation of a report, which documents that process. 

Although an E/PIA report is not the end of the process, it is crucial to its success. It helps an organisation 

and/or a project to identify the privacy and ethical impacts and what must be done to ensure that the 

project is not a liability. It also helps the project to assure stakeholders that the organisation takes their 

privacy and ethical issues seriously; it seeks the views of those who could be interested in or affected by 

the project.16 

4.2 What is being protected? 

An E/PIA is carried out for the purpose of ensuring that ethical and privacy principles are taken into 

account inn relation to the development and use of technological systems. We envisage the following 

persons to be affected by iTRACK: 

 Users of the system 

 Humanitarian action / humanitarian operations  

 Third party persons that may come into contact with the iTRACK system, including those affected 
by humanitarian crises 
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 Information collected (data) 

 The iTRACK consortium, including their reputation  

 

4.3 Why carry out an E/PIA? 

Figure 1: Reasons for conducting an EPIA in iTRACK 

An E/PIA can help to identify, analyse, assess 

and mitigate risks in relation to technological 

systems and/or processes. Against this 

background it is appropriate for a technology 

such as iTRACK, which is based on: real-time 

tracking and threat detection systems, 

providing intelligent decision support to civilian 

humanitarian missions for the purpose of better 

protection, and more efficient and effective 

operations.  

Due to the nature of the system and its potential risks to privacy and ethics, an E/PIA can help to 

determine the risks inherent in this system from the outset, and to provide a set of measures to help 

mitigate these risks during the design process. The process of conducting an E/PIA can, in turn, provide 

benefits to organisations, society and the individual (which in turn, translate into wider economic and 

socio-economic benefits). It can also help to reduce the risk of harm (privacy, ethical) to individuals. 

Moreover, current guidance from data protection regulators in the EU and outside recommend the use of 

privacy impact assessments.17 Additionally, Data Protection Impact Assessments (DPIA) will become a 

requirement for organisations under the GDPR18, and should be run on any high risk processing activity, 

before it commences. The current activity does not replace the DPIA that organisations may have to 

conduct in the future, but outputs from this process can support those activities. The process can help the 

projects to meet their other legal requirements in terms of data protection and privacy. Lastly, The 

Madrid Resolution adopted by the International Conference of Privacy and Data Protection 

Commissioners in November 2009 encourages: “The implementation of privacy impact assessments prior 

to implementing new information systems and/or technologies for the processing of personal data, as 

well as prior to carrying out any new method of processing personal data or substantial modifications in 

existing processing”. 19 

4.4 Threats, vulnerabilities and risks 

An E/PIA can help understand, assess, analyse and potentially mitigate, reduce, or avoid risks. 

Understanding what constitutes a risk is therefore an integral part of the E/PIA methodology. 

Furthermore, in order to ascertain the risks, the threats and vulnerabilities must first be determined. It is 

acknowledged that the definition of risk, and its components, in the context of an E/PIA may be different 

to the definitions found in other disciplines, including in humanitarian crisis discourses.  

Relevant risks are identified and managed 

Possibility of harm caused by the technology is mitigated 

Trust and reputation are maintained 

Legal and ethical requirements are considered 
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In this deliverable, a risk is defined as threat acting on vulnerability.20 In its simplest terms a threat is 

something from the outside trying to get in (which includes hazards); vulnerability is a weakness or gap in 

the system (whether that be technical or non-technical; i.e. can include human actions); and a risk is the 

intersection of threats and vulnerabilities with regard to an asset (people, property, information, 

reputation, etc.). To reiterate, a risk in the context of an E/PIA is the outcome of a threat acting on a 

vulnerability.21
 A threat has certain capabilities to exploit vulnerabilities in one or more supporting assets. 

If a threat exploits the vulnerabilities, it will have certain consequences to assets. The outcome of the 

combination of threats to assets is a risk. A risk includes the impact – it is the outcome, following an 

identification of threats and an assessment of the likelihood and the impact.22 Table 1 below summarises 

the framework: 

 

Term iTRACK definition 

Threats A threat has the capability to exploit a vulnerability; it can be accidental, deliberate, 
natural or human, and can originate from within or outside the project 

Example: hackers, theft, spyware, malware, natural hazards, etc., 

Vulnerabilities Vulnerabilities are a weakness that makes the project susceptible to 
problems/attacks/exploitation/etc.  

Example: an employee who does not understand data protection laws 

Risk  A risk is the impact of a threat acting on a vulnerability  

Example: Interception of humanitarian goods by adverse 3rd parties who were able 
to obtain information as to the whereabouts of the goods.  

Table 1: E/PIA framework 

Importantly, if threats exist, but if there are no vulnerabilities and/or no exposure, then there is little/no 

risk. Alike, we can have vulnerability, but if we have no threat, then we have little/no risk. 

4.5 Ethics and Privacy  

As mentioned an E/PIA is concerned with ethics and privacy from the outset of a project and it is 

therefore important to understand what is meant by privacy and ethics: 

 

What is privacy?  

Privacy is argued by some to be a universal human right, with various international guidelines, accords 
and frameworks (listed below) providing the basis for national laws, policy frameworks and international 
agreements globally.  

 

The contemporary notion of privacy is “associated with the concept of autonomy, as the capacity to put 
distance between us and others, to develop our beliefs and desires, to maintain a certain level of control 
over the inner spheres of the self, to exercise a certain degree of individual power to make choices, to 
limit access to oneself and to be separate from the community”.23 Privacy is therefore related to the 
ability to maintain control over one’s personal information (under a European definition). The United 
Nations recognised the right to privacy in the Universal Declaration on Human Rights 1948, under Article 
12, which stipulates:   
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No one shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the 
protection of the law against such interference or attacks 

 

Privacy is also a pillar of an individual’s integrity composed of different aspects: 

 Privacy of the person is defined as the right to keep body functions and body characteristics 
private.  

 Privacy of behaviour and action refers to the ability of the individual to behave and do as she 
likes without being monitored.  

 Privacy of communication relates to interception of communications such as recording and 
access to e-mail messages.  

 Privacy of data and image involves the right of the individual to exercise control over personal 
data, rather than such data being available to organisations and others by default.  

 Privacy of thoughts and feelings refers to the individual’s right not to share his or her thoughts 
and feelings or not to have these revealed. 

 Privacy of location and space encompasses the right of the individual to freely move about in 
public, or semi-public space, without being monitored or tracked. 

  Privacy of association refers to the right of the individual to associate with others without 
being monitored.24 

 

In iTRACK close attention is paid to the ISO 29100 standards, for they provide a good, global, privacy 
framework which 

 specifies a common privacy terminology; 

 defines the actors and their roles in processing personally identifiable information (PII); 

 describes privacy safeguarding considerations; and 

 provides references to known privacy principles for information technology. 

 

The ISO 29100 develops a privacy framework incorporating the following 11 principles: 

 Consent and choice  

 Purpose legitimacy and specification  

 Collection limitation 

 Data minimisation (necessity) 

 Use, retention and disclosure limitation  

 Accuracy and quality  

 Openness, transparency and notice  

 Individual participation and access 

 Access and correction 

 Accountability  

 Information security  

 Privacy compliance  

These 11 principles should be incorporated into any new organisational data protection policy or set of 
guidelines in order to provide a comprehensive framework for the protection of personal data. This is 
particularly important in iTRACK because of the inherent surveillance nature of the system. 

How is privacy protected? 

Privacy is argued by some to be a fundamental right and is protected by numerous laws and policies:  
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 General Data Protection Regulation (GDPR) 

 ISO/IEC 29100:2011  

 ISO/IEC 27001:2005  

 Universal Declaration on Human Rights 1948 

 European Convention on Human Rights 1953 

 Charter of Fundamental Human Rights of the European Union 2009 

 OECD Guidelines on the Protection of Privacy and Trans border Flows of Personal Data 1980 

 Council of Europe’s Convention for the Protection of Individuals with regard to Automatic 
Processing of Personal Data 1980  

 APEC Privacy Framework 2004  
Table 2: What is privacy? 

What are ethics?  

Ethics are not homogenous to all cultures and there are different understandings of ethical philosophies. 
This is due to moral standards used within society, or within groups in a society being affected by 
historical, cultural and geographical differences. However, overall, ethics can be said to be concerned 
with moral issues, values and principles, as well as practices that are recognised in the daily life of the 
individuals. Ethics is defined as the discipline dealing with what is good and bad and with moral duty and 
obligation. As summarised in the PRESCIENT project “ethics is a branch of philosophy that rationally 
assesses questions about morality; say about issues that can be classified as good (or right) and bad (or 
wrong)”.25

  

 

Within the context of ethical technology we are concerned with whether there is a presence of harm, 
invasion of boundaries, invalidity, lack of trust. For instance, a technological component that causes 
injury to the user may be deemed as unethical. Equally, if a technology violates assumptions about how 
personal information will be treated or if collects data without consent, it can potentially be unethical.  

 

Presented below are the main ethical principles that apply in the context of technologies such as the one 
developed by iTRACK. 

 Dignity 

 

 Autonomy  

o Individual rights and liberties 

o Integrity  

o Informed consent  

o Authenticity  

 

 Beneficence  

o Contribution to human welfare 

 

 Avoiding harm and doing good 

o Humanism  

o Respect for others 
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 Sustainability  

o Economic 

o Durability after the project comes to an end 

o Sustainability of data 

 

 Justice and equality 

o Accessibility  

o Fairness and equality  

 

 Safety 

o Consumer Safety 

o Article 38 of the Charter of Fundamental Rights deals with consumer protection: 
‘‘Union policies shall ensure a high level of consumer protection.’’  

 

 Precaution 

o The strategy to cope with possible risks where scientific understanding is yet 
incomplete 

 

 Social responsibility  

o Accountability 

o Social engagement 

o Social awareness  

 

 Discrimination and social sorting  

o Article 21 of the European Charter of Fundamental Rights prohibits ‘‘Any 
discrimination based on any ground such as sex, race, colour, ethnic or social origin, 
genetic features, language, religion or belief, political or any other opinion, 
membership of a national minority, property, birth, disability, age or sexual 
orientation.’’  

How are ethical principles protected? 

 European Charter of Fundamental Rights, The Universal Declaration of Human Rights and other 
international documents on human rights protect key ethical principles. Compliance with human 
rights is firmly enshrined in the European treaties and commitment to human rights is 
strengthened in the Charter of Fundamental Rights of the European Union. The Charter 
describes the core values of the Union as human dignity, freedom, equality and solidarity. It 
outlines the rights, freedoms and principles that are relevant in the context of research. These 
form the basis of important ethical guidelines and support the conduct of research. The 
following articles, in particular, are relevant to the iTRACK project: 

- Article 1: Human dignity.  
- Article 2: Right to life.  
- Article 3: Right to the integrity of the person.  
- Article 6: Right to liberty and security of the person  
- Article 7: Respect for private and family life.  
- Article 8: Protection of personal data.  
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- Article 11: Freedom of expression and information 
- Article 12: Freedom of assembly and of association 
- Article 18: Right to asylum 
- Article 20: Equality before the law.  
- Article 21: Non-discrimination 
- Article 23 Equality between men and women  
- Article 24 on the rights of the child  
- Article 35 on health care  

 

 Established groups, such as the Social Research Association26
, Economic and Social Science 

Research Council27 and the UK Data Service28, have published good practice guidance in relation 
to conducting ethical research.  

 Ethical principles for ICT research can be found in the codes of ethics and conduct produced by 
organisations representing IT practitioners, such as the Code of Ethics and Professional Conduct 
of the Association of Computing Machinery (ACM) and the British Computer Society (BCS) Code 
of Conduct.29 Another general account of principles for IT research ethics is described in the 
Menlo Report, which presents a series of moral norms to guide research in information 
technology.30 

Table 3: What are ethics? 
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5 E/PIA in iTRACK 

5.1 Background to an E/PIA in iTRACK 

5.1.1 Who conducted the E/PIA  

The E/PIA was conducted by Trilateral Research Ltd. Trilateral specialises in research and the provision of 

strategic, policy and regulatory advice on new technologies, privacy, risk, surveillance and security issues 

and effective stakeholder engagement strategies. In iTRACK, Trilateral draws on its expertise in ethics, 

privacy and data protection in order to conduct an ethical and privacy impact assessment of the iTRACK 

system.  

5.1.2 When was it conducted 

The assessment of ethical and privacy issues will be carried out during the entire project with the aim of 

identifying the risks associated with ethical and privacy issues, and devising solutions in order to mitigate 

these risks as far as possible, in conjunction with the development of the iTRACK system. An initial 

assessment in the form of an E/PIA was carried out from May 2016 – February 2017 (throughout the first 

nine months of the project). 

5.1.3 Target audience of the E/PIA 

The E/PIA was prepared for the iTRACK consortium, for the stakeholders, end users and the public.  

5.2 Methodology 

At present there is no agreed international method for carrying out an E/PIA, or privacy impact 

assessment (PIA). However, whilst there is not one single approach or method, the variety of approaches 

are generally concerned with identification of risks and ways of overcoming those risks. For a good 

overview of different methodologies please see Trilateral’s Report for the Information Commissioner’s 

Office on Privacy impact assessment and risk management.31 

In iTRACK, Trilateral relies on a qualitative and collaborative approach. The approach takes into 

consideration the context of the information flows of personal data within the iTRACK technology, 

assessed privacy risks in a collaborative manner and devised a set of possible solutions. Figure 2: E/PIA 

methodology in iTRACK below indicates the steps taken, all of which are also elaborated on below.  

 

http://trilateralresearch.com/
https://ico.org.uk/media/1042196/trilateral-full-report.pdf
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Figure 2: E/PIA methodology in iTRACK 

 

5.2.1 Preparation  

In preparing for the E/PIA, Trilateral: 

 

 Scrutinised the Document of Action (DOA) to develop a preliminary understanding of the system 

architecture 

 Decided which ethical and privacy principles will act as the benchmark. Global legislation and 

regulations were taken into account, as opposed to a sole focus on EU standard, as the project 

operates outside the confines of the EU. Of particular note were: the GDPR, ISO 29100:2011, 

Article 29 Working Party on Biometrics, The Universal Declaration of Human Rights and 

The European Convention on Human Rights 

 Amended the DOA. This included splitting the original two-day workshop into a one-day 

workshop and a set of interviews with technical partners 

 Identified stakeholders. This is a vital part of conducting an E/PIA. Involving a variety of 

stakeholders provides an opportunity for any potential risks to be highlighted and eventually 

managed. Examples of stakeholders are: the project management team, engineers, designers and 

developers, potential suppliers and data processors, customer-facing staff, legal experts, end 

users and privacy and ethical experts. 

5.2.2 Interviews and preliminary mapping of information flows  

iTRACK is a highly complex and technical project and it was therefore decided that mapping a set of 

preliminary information flows (what information is processed, where it is stored and other related 

considerations) prior to the workshop is beneficial to the project and all partners. It allows the team 

conducting the E/PIA to become accustomed to thinking through the privacy and ethical issues, as well as 

Preperation 

Interviews and preliminary mapping of information flows  

Stakeholder workshop  

Mapping out the risks and solutions and writing report 

Review of ethical and privacy assessments by an independent third-party  

Publication 

On-going reivew  
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the systems architectures, and to, in turn, present this to the rest of the consortium during the E/PIA 

workshop. The information flows is not be deemed to be rigid and is described as a snapshot 

representation to be presented during the workshop to enable the start of a more in-depth discussion.  

 

To understand the information flows Trilateral carried out interviews, with informed consent, with six 

technological partners: INTRA, TVA, TREE, KNOW, TPG, and UiA. The interviews were semi-structured as it 

allowed for flexibility and allowed the interviewees to express themselves reasonably freely, whilst still 

allowing the interviewers to maintain enough control and structure to elicit the information required for 

the aims of the E/PIA. Around 38 questions were asked on the following sub-topics: 

 

 Technology background 

 Data collection 

 Data storage, retention and deletion 

 Consent and access 

 Sharing of data 

 Information quality 

 

Figure 3: Area of questions for the E/PIA interviews in iTRACK below illustrates the type of questions that 

were asked. The Annex: WP3 Questions for technical partners to this deliverable contains the complete 

interview guide.  

 
Figure 3: Area of questions for the E/PIA interviews in iTRACK 

After the interviews Trilateral undertook a preliminary mapping of the information flows; how the data is 

collected, stored, transferred, deleted, etc.  

Please describe the system/technology that you are developing. 

Are there alternatives to the technology that are less intrusive? 

What personal information is collected? 

Could the technology affect vulnerable groups? 

Does the technology involve surveillance of individuals / groups of people? 

Where will the information collected be stored? 

Can users decline to use the technology 
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5.2.3 Stakeholder workshop   

Trilateral hosted an E/PIA workshop for the iTRACK system in The Hague, November 2016. The aim of this 

workshop was to identify privacy and ethical risks that may arise from the iTRACK system and to receive 

advice and potential solutions from the consortium and end users present. Consulting stakeholders 

helped to gauge the nature and intensity of their concerns and views with regard to the risks, and their 

reaction and input to possible options for treating the risks. Furthermore, involving stakeholders in the 

E/PIA process is particularly important for it may bring new information that the E/PIA team may not have 

considered.  

 

Participants at the workshop were provided with an introduction to the information flows within iTRACK, 

an indication of what an E/PIA is, and an overview of the privacy and ethical frameworks. Breakout 

discussion groups discussed the risks that may arise, brainstormed likelihood and severity, and discussed 

possible solutions to mitigate negative privacy and ethical impacts. The individual breakout group 

discussions were recorded (with consent) and notes were taken during times when all participants came 

together, to together for discussions.  

5.2.4 Mapping out risks and solutions and writing report  

Following on from the workshop, Trilateral analysed the results and began to map the risks, which are 

included in this report (see Chapter 7). The purpose of risk mapping is to determine which feared events 

could happen how and why this might occur, and the impact of these risks occurring. Having mapped and 

assessed the risks, Trilateral wrote this E/PIA report.  

5.2.5 Review of ethical and privacy assessments by an independent third-party 

A third-party review of the E/PIAs is part of the methodology as it ensures that an ethical and privacy 

impact assessment has been effectively carried out. As such Dr. Katrina Petersen, a Research Associate at 

Lancaster University, has assessed this report.  

An E/PIA report should normally be publicly available and posted on an organisation’s website so as to 

increase transparency and inspire public confidence. iTRACK shall comply with this practice and post the 

report on its website in March 2017.  

5.2.6 On-going review      

A one-off E/PIA may not highlight all privacy risks or issues associated with a technology, due to providing 
a single snapshot of the technology and the assumed contexts of use and/or practice. Furthermore, as the 
project moves forward the technology and contexts and/or needs for the innovative solution may change. 
Therefore, in iTRACK, the E/PIA serves as an on-going tool. Trilateral will continue to engage in an impact 
assessment through the project. Task 3.3 of the iTRACK project will involve a monitoring exercise, and will 
allow the consortium to stay engaged with the ethical and privacy issues after this deliverable.  

There were 26 participants at the workshop: 
 

• Technology developers 

• Researchers 

• End Users: UN World Food Programme 

• An independent ethical expert, Dr. Katrina Petersen of Lancaster University 
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6 iTRACK 

This section provides a description and contextual information regarding the project and the iTRACK 

technology.  

iTRACK is focused on improving protection and effectiveness of humanitarian missions with integrated 

intelligent socio-technical tracking solutions to support threat detection, navigation, logistics, and 

coordination in humanitarian disasters. The collective intelligence and intelligent systems developed by 

iTRACK will play an important role in boosting both protection of humanitarian workers and efficiency of 

responses by providing the means for responders on the ground to acquire valuable information in real-

time, to help them self-assess the situation, make informed decisions, communicate and organise their 

response. This will be done while adopting a privacy conscious approach by incorporating an E/PIA. 

This project results will be implemented, deployed and tested in simulations with humanitarian 

practitioners during pilot applications with the World Food Programme (WFP) and iMMAP in on-going 

conflict disasters in the Middle East (Syria, Yemen and Iraq).  

iTRACK recognises the fact that technology innovation can only be successful if it addresses decision-

makers’ needs and will therefore also work on policies to reflect work practices and decision-making 

procedures of humanitarian responders. iTRACK combines technology and process innovation that 

supports better self-organisation of civilian humanitarian responders. 

6.1 Objective of iTRACK 

The objective of the iTRACK project is to create an open-source real-time tracking and threat detection 

system, providing intelligent decision support to civilian humanitarian missions for the purpose of better 

protection, and more efficient and effective operations. This objective will be achieved by developing 

technologies that enable information-driven self-organisation and coordination, as well as rapid 

adaptation to dynamically changing situations and threats. In order to achieve the overall objective 

iTRACK has developed six sub-objectives: 

 

 iTRACK sub-objectives 

Extract and analyse organisational and technical system requirements. Design policies for tracking 
information management (IM), logistics and risk management in humanitarian missions.  

Automatically monitor locations. Identify, process and assess threats and humanitarian needs in 
distributed response settings by using heterogeneous data sources.  

Real-time decision support for risk mitigation and protection; navigation, routing and scheduling; 
coordination based on threats and needs identified continuously updated with live information. 

Provide secure and reliable communication in the iTRACK platform and develop secure IM policies. 

Deploy and validate the iTRACK platform and policies in simulations and real-world settings. 

Disseminate project results, build up a network of early adopters. Disseminate training cases for IM 
in conflicts. 

Table 4: Objectives of the iTRACK project 

http://www.wfp.org/
http://immap.org/?page_id=236
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6.2 Who will benefit from iTRACK? 

The threats of conflict and disaster place increasing pressure on the humanitarian community to protect 

those individuals at risk. It is envisaged that the humanitarian community will benefit from the research, 

namely: agencies, personnel deployed in conflict areas, policy, logistics developers and managers. 

Moreover, a better, effective and timely humanitarian action / humanitarian operation, has the capacity 

to save thousand of lives. Therefore, the recipient countries also benefit indirectly from the research.  

6.3 The Scope: iTRACK technology  

This section describes the features of the iTRACK platform that are most relevant to the analysis and 

assessment of privacy risks for the E/PIA. It should be noted that the description is not intended to be 

comprehensive. An all-inclusive description of the iTRACK technology platform is included in project 

deliverable “D4.1 Architecture and Design Specifications 1st version”. WP4 and WP5 are responsible to 

deliver the iTRACK system as a whole. It should be highlighted that the iTRACK system design follows a 

collaborative approach and is based on the requirements gathered from the field and from exercises 

described in WP2 and WP7, and on information from simulations presented in WP6. 

The diagram below shows the Architecture and Design of the iTRACK system, including a basic illustration 

of information flows.  

 

 

 

The following figure depicts an abstract representation of the various components of the iTRACK system 

and the respective information that is being exchanged between them. The exchange method of the 

information between them is not depicted and it may vary between various components. 

Figure 4: Design of the iTRACK system (See also D4.1) 
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Below we summarise the first version of the conceptual architecture and the detailed specifications of the 

integrated iTRACK platform:  

6.3.1 Social Media Collection  

The system will have three main functionalities: collection of posts, automatic analysis and display of 

relevant information. Once it has been setup it will run continuously and provide real-time data, which 

will be available on the component’s dashboard. The dashboard will allow decision makers to sieve 

through the various filters provided (e.g. language, source, author, timestamp, sentiment) and 

understand potential threats and/or emergency situations. The dashboard will also provide a series of 

analytics in the form of charts and maps. For example, the dashboard will provide a map of where posts 

are coming from. Furthermore, as the system will analyse data in real-time, should a peak of posts appear 

for the specified criteria any subscribed users will be notified via email. This is particularly useful as 

irregular high peaks of posts could mean that an emergency situation has occurred.  

The component will allow the users to create feeds that collect information from all available sources that 

match given keywords and locations. Once a feed has been created, the collection process will start. 

Predetermined feeds can exist in the system that shall be executed periodically to collect information 

related to the designated keywords. The component will also be able to start a collection process on 

demand based on keywords given at that time. The component will expose an HTTP REST API in order for 

the above functionality to be accessible by the other components inside the iTRACK platform 

6.3.2 On-board sensing: 360 degree camera  

The overall functionality of this component is to provide real-time location and tracking to convoys, 

coupled with visual information that will allow the visualizing of the environment around the vehicle. The 

information will be stored on-board for a period allowed by local regulation to allow follow-up and an 

understanding of the environmental situation of the mission convoys. The functionalities implemented by 

this component to fulfil the aforementioned responsibilities are the following: 

Figure 5: Information flows between iTRACK system components (Source: D4.1) 
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 Recording of visual panoramic views around the vehicle in real-time 

 Detection of landmarks around the vehicle 

 Matching the landmarks in a spatiotemporal context to estimate the location and trajectory 

 Combine the information with the panoramic images available to the user 

6.3.3 On-board threat detection  

The overall functionality of this component is to provide real-time detection of threats and events around 

convoys, and sending alerts to users coupled with visual information that allow the conception of the 

situation on the ground. The information will be stored on-board for a period allowed by local regulation 

to allow follow-up and an understanding of the environmental situation of the mission convoys. The 

functionalities implemented by this component to fulfil the aforementioned responsibilities are the 

following: 

 Recording of visual panoramic views around the vehicle in real-time 

 Detection of events and threats around the vehicle 

 Sending real-time alerts to users 

 Combine the information with the panoramic images available for storage by the user. 

6.3.4 Localization and tracking of individuals - Mobile apps  

The main functionality of this component is to provide the real-time localization of staff who are on a 

mission. In order to achieve this, the staff will carry smartphones equipped with a Global Positioning 

System (GPS) that will allow the tracking of their location. Thanks to activity recognition capabilities, the 

tracking will only be triggered when the user starts moving. The information is stored in a secure manner 

in the device’s internal memory and sent to the backend immediately, if a network connection is 

available, or as soon as a network connection becomes available. 

The information sent to the backend will be in JSON format and will contain the user’s position in format 

of latitude and longitude. The JSON object will also contain the user’s unique identifier and a timestamp 

of when the position was recorded. 

The other functionalities are: 

 Forms that can be filled in for reporting 

 Possibility to attach pictures and videos 

 Geolocation submissions 

 Ability to create user groups 

 Manage tasks (Accept/Reject/Mark as completed) 

 Mending of task lists 

 Sending and receiving messages between users and groups 

 A panic button 

6.3.5 EGNSS compatible handheld and wearable devices - Wearable devices 5.1c  

This subtask is subdivided into three different components depending on the asset to locate and track: 

people, goods or vehicles. This way, each component can be optimised for the proposed application, 

adjusting its development to the particular necessities and demands.  
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These applications present two different demands and use-cases: from one side, the high value and 

importance of people and vehicles determine the necessity of continuously tracking their coordinates to 

know their position at all times. This will impose the use of a Global Navigation Satellite System (GNSS) 

receiver that will be attached to the asset to track, increasing the system costs. From the other side, the 

particular nature and procedures to transport goods to the regions in need of humanitarian relief enable 

the use of different approaches, based on detecting certain events during the transportation, reducing 

the costs and enabling the integration with existing solutions in the field of supply chain management. 

The following section will provide a more detailed description of each of the components to be developed 

inside this subtask. 

6.3.5.1 Tracking of persons 

This component has two main functionalities: 

 Obtain coordinates 

This component is intended for acquiring the geographic position of every person/vehicle, 

carrying the smartphone device for tracking purposes. In order to achieve this objective the 

device will include a Global Navigation Satellite System (GNSS) receiver that will be compatible 

with the American Global Positioning System (GPS), European Geostationary Navigation Overlay 

System (EGNOS) and the future, also European, Galileo (expected to be fully operable in 

2019/2020). The device will obtain the latitude and longitude coordinates as well as the 

timestamp at the moment of the acquisition by trilateration of the information coming from at 

least four satellites in orbit.   

 Transmit coordinates to backend 

Once the device has acquired information related to positioning, and if network connection is 

available, the smartphone will transmit the data to the backend component. At times when no 

Internet connection is available the device will store data locally and convey it automatically when 

the connection is restored. 

 

6.3.5.2 Tracking of goods 

The functionalities are three-pronged: 

 Register products  

The main purpose of the asset tracking component is to register the goods loaded on the trailer of 
each truck. To achieve this, the products must carry a tag so as to convey the associated 
information to the reader and enable the detection. The reader will be used for scanning every 
tagged item loaded into/out of the trailer, enabling the tracking of the items involved in the 
supply chain. In order to reduce the costs associated to the installation of the system the goods to 
be tracked will be tagged at pallet level instead of individually, reducing the number of tags 
needed for the implementation. 

 Communicate with on-board device 

The reader will obtain the information of the loading/unloading of the different products, and the 
information will be transmitted to the dashboard smartphone/tablet in order to allow for a 
representation to the user. As a result, the reader should communicate with the dashboard 
device transmitting the information obtained from the scans.  

 Provide visual information 
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The reader used to scan the goods to track will present visual information to the user in order to 
provide feedback about the scanning process. This information about the products will be 
presented in a simple Graphical User Interface (GUI) specially designed for that purpose. This 
interface has as the main objective to indicate the user that the item has been properly scanned 
as well as displaying a very brief description of the corresponding product. 

 

6.3.5.3 Tracking of vehicles 

This component is similar to the one described above to track people, but is instead used for tracking 

vehicles. The device will be installed in the vehicle and will allow for the obtaining of its coordinates in real 

time. Such information will be used for locating the cargo from command and control centre and also for 

navigation purposes, calculating the best route possible from the actual position to the destination. 

6.3.6 Secure communications  

The functionalities implemented by the Secure Communication Component to fulfil the aforementioned 

responsibilities are the following: 

 

 Support of User Authentication 

The Secure Communication component is responsible for providing an Authentication 

Management mechanism for the iTRACK system. All users of the iTRACK system will first be 

authenticated by this component. In order to achieve this, the Secure Communication component 

stores the credentials of the end user in a KeyCloak, an open source identity management 

platform. 

 Support of User Authorization 

Authenticated users are authorized to perform certain operations in the platform. KeyCloak 

supports role based or more fine-grained authorization schemes, but applications are free to use 

KeyCloak for authentication only and provide their own authorization.    

 Messaging Gateway 

The Secure Communication component shall provide an asynchronous message gateway that 

clients in situ may use to communicate with other clients or back-end components 

 Public key repository/management 

RESTful web service that allow applications, on behalf of authenticated Subjects, to read and 

write public keys and associated metadata, to facilitate end-to-end (payload) encryption. 

6.3.7 Core back-end   

This component has the following functionalities: 

 

 Non-spatial data persistence 

This component will provide storage in a MongoDB database for all non-spatial information. 

 Spatial data persistence 

The component will provide storage in a MongoDB database for all the spatial information related 

to the location of the different devices responsible for transmitting the position of mobiles, assets 
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and vehicles and also the information of the detected threat areas. The planned routes will be in 

this persistence too. For this purpose iTRACK will use the geospatial capabilities of the MongoDB. 

 HTTP REST API for missions 

This component will provide an HTTP Rest API that supports CRUD operations on missions. All 

communications with this API must use JSON notation. 

 HTTP REST API for mobiles 

This component will provide an HTTP Rest API that supports CRUD operations on mobiles. All 

communications with this API must use JSON notation. 

 HTTP REST API for vehicles 

This component will provide an HTTP Rest API that supports CRUD operations on vehicles. All 

communications with this API must use JSON notation. 

 HTTP REST API for assets 

This component will provide an HTTP Rest API that supports CRUD operations on assets. All 

communications with this API must use JSON notation. 

 HTTP REST API threats 

This component will provide an HTTP Rest API that supports CRUD operations on threats. All 

communications with this API must use JSON notation. 

 Authorization of endpoints 

This component will interact with the secure communications component to authorize, or not, 

incoming requests from other components. 

6.3.8 Interoperability Layer  

This component has the following functionalities: 

 OpsFeed interoperability 

This component shall be able to connect to OpsFeed to collect available data and digest it to the 

iTRACK storage system for use by the rest of iTRACK components. 

 HTTP REST APIs 

An HTTP REST APIs shall be created so as other systems can retrieve information regarding 

possible threats in specific areas of interest. 

6.3.8.1 Pattern/threat detection  

 The component shall learn threat patterns from historic data and detect potential threats in live 

sensor, social media feeds and images.  

 The component shall interpret social media feeds and data from the sensors from an already 

parable format.  

 The component shall combine the knowledge extracted from the sources Social Media Engine and 

sensor data for the iTRACK users. 

 The component shall log results of information aggregation and data analysis into a data 

repository (Database or other forms of data). 

 The component shall use the available data for generating potential scenarios for threats. 

 The component shall communicate via interpretability component and/or API’s to retrieve 

information such as geographical location (from tracking component), personnel information 

(from tracking component), threat reporting (from personnel component). 
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6.3.9 DSS Engine 5.5b  

This component has the following functionalities: 

 Handle the logistics information 

This functionality has to do with the handling and visualisation of the information related to the 

goods to be carried to the areas in need of humanitarian aid. As a result, the list of items scanned 

and loaded on the trucks should be maintained as well as additional information regarding each 

item (type of product, time of loading, priority, status, etc.). All this information will be displayed 

on a dashboard developed for the smartphone/tablet. 

 Calculate the best route 

The decision support component will be responsible for the navigation and guiding of the convoy 

from the warehouse to the final destination. To do so the destination coordinates (typically 

latitude and longitude) have to be defined in advance and the best possible route according to 

different optimisation criteria (fastest, shortest or safer route) will be calculated using the actual 

position of the vehicle. Furthermore, inputs in real time coming from the on-board threat 

detection components will be taken into account to modify the route accordingly in case alerts 

are generated. 

 Guide the convoy 

Once the optimal route is obtained the next step is to guide the driver to the destination point. 

For that purpose the route will be represented on the smartphone/tablet to allow for a visual 

inspection and navigation to the target, representing exits to take, paths to follow, etc. 

Furthermore, in order to avoid distractions of the driver, the visual inspection will be 

complemented with audio descriptions indicating diversions in intersections, exits in 

roundabouts, etc. The language for the audio instructions will be English. 

6.3.10 Dashboard 

The component will allow its users to create custom dashboards using the available data and widgets. 

Widgets will include a map widget, a heat map widget and the regular analytics widgets: bar chart, line 

chart and pie chart. All of these widgets will provide some degree of customization to allow their users to 

select only relevant data. Once the user has added all the necessary widgets they will be able to save the 

dashboard for future use. The user will be able to save dashboard using predefined filters and searches 

and export them as PDF. 

6.3.11 Operational alerts and decision support 

Functionality 

 The component shall be able to propose decisions based on input from the threat detection 

component and a mitigation plan. 

 The decisions shall be pushed to mobile applications through the mechanism provided by the 

secure communication component. 

 Decisions shall be labelled to ensure proper prioritization reflecting their nature and severity. 

 Decisions shall have temporal properties regarding their time of issue, effective time and 

expiration time. 
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7 iTRACK risks and recommendations 

This chapter provides an overview of identified risks. It is acknowledged that “assessing risks is a 

somewhat subjective exercise”.32 Trilateral therefore sought to engage a wide number of stakeholders 

(end users, technology developers, E/PIA experts) during the iTRACK E/PIA workshop in The Hague 

(November 2016).  

NB we noted that there is some repetition across the cases in relation to the threats, vulnerabilities and 

risks, however it is important to highlight them in each specific case nonetheless. Each will be considered 

by the project in the design and development of the iTRACK system.
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7.1 Identifying ethical and privacy risks and their solutions   

Threat(s) Vulnerability / Vulnerabilities Risk(s) 

An attack from the outside: 

 A hacker 

 DDOS attack/malware 

 Hostile governments or criminal 
organisations who are keen to 
acquire data 
 

 An insecure system 

 Inadequate updates to network security 
systems and/or optimised security 
infrastructure 

 

 

 

 

 Endangering humanitarian workers 

 Compromising the humanitarian mission 

 Interception of humanitarian goods 

 Loss or destruction of information / data of a highly 
sensitive nature 

 Data accessed by external parties and exploited / data 
acquired by a hostile government, or other unauthorised 
organisations  

 Interception of communication 

 Identifying persons who work with humanitarian 
organisations  

 iTRACK systems taken down 

 Loss of reputation 

 Users do not trust the technology and do not use it 

Data loss caused by technical 
failure  

 

 Inadequate backup/recovery 

 Power loss 

 Hardware failure 

 iTRACK database fails 

 Loss of reputation 

 Users do not trust the technology and do not use it 

 Endangering humanitarian workers 

 Compromising the humanitarian mission 

 Loss or destruction of information / data of a highly 
sensitive nature 

User is separated from their the 
device which has the iTRACK 
system on it, e.g., leaves it in the 
office 

System unable to detect that user is away 
from device rather than he/she has been 
kidnapped/hurt. 

 System could reach wrong conclusions, e.g., that worker is 
kidnapped, leads to a recommendation of inappropriate 
actions 

 Compromising the humanitarian mission 
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Threat(s) Vulnerability / Vulnerabilities Risk(s) 

Government regulating 
communication  

There are restrictions on use of satellite 
communications/radio/internet over 
2G/3G/4G 

 iTRACK system fails 

 Interception of communication 

 Endangering humanitarian workers 

 Compromising the humanitarian mission 

A complicated interface system  Users do not have time to be trained in 
the system 

 Users are unfamiliar with technology 

 Users do not use the technology 

 Efficiency of humanitarian missions is compromised 

 Technology does not reach out to the excluded 

 Users misuse the technology 

Non-consensual or compulsory on-
going surveillance 

 User leaves on their device after work, 
and are tracked outside of their work 

 iTRACK system allows humanitarian 
organisation to collect more information 
than necessary 

 iTRACK elements (e.g., camera, tracking) 
record a person in a private sphere / 
capacity 

More information than necessary is collected, leading to: 

 Collection of private information (e.g., where users go after 
work) which could lead to discrimination 

 Compromisation of the principle of data minimisation and 
pseudonymisation  

 Encroachment on the respect for private and family life 

Poor or lack of, information on the 
iTRACK technology: person is not 
informed of the nature, 
significance, implications and risks 
of the technology  

Technology does not offer users enough 
information 

Lack of meaningful consent, leading to:  

 Uninformed users 

 Users do no use the technology as feel they do not 
understand it 

 Loss of reputation  

 Wasted or misplaced resources  

 False assumptions that compromise the humanitarian 
mission? 

No choice offered to individuals iTRACK does not offer individual 
participation choice 

Humanitarian workers have to use iTRACK: violation of right to 
human dignity and autonomy and the principle of informed 
consent 
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Threat(s) Vulnerability / Vulnerabilities Risk(s) 

Surveillance of non-users Tracking/recording of persons in the vicinity 
of the technology 

 Unlawfulness of action 

 Local communities resent humanitarian organisations 

 Reputation damage 

 Infringement of national and international privacy laws 

Difference in designing an 
algorithm and its use in the real 
world context  

The threat detection algorithm does not 
fulfil its purpose  

 Humanitarian workers are not warned about an existing 
threat and suffer harm 

 System wrongly identifies a threat and resources are wasted 
in avoiding it 

 System facilitates social sorting 

 ‘Cry wolf syndrome’, whereby the system systematically 
interprets a situation wrongly leading to users ignoring it 

Different global legislation  Lack of knowledge about different legislation  Use of encryption where it is illegal could lead to criminal or 
administrative punishment 

 iTRACK is not allowed in a particular humanitarian crisis 
zone thus benefits are excluded 

 iTRACK system is not able to manage and/or differentiate 
between privacy regulation and/or standards (potential 
contravention of country-specific regulation) 

Technology captures data on non 
iTRACK users 

Third parties do not have the possibility for 
consenting to having their data processed 

 Collection of information about non-consenting third 
persons, which can lead to a loss of reputation 

 Infringement of national and international privacy laws 

iTRACK overpromises on its 
capabilities  

Workers have a false sense of security from 
iTRACK system 

 False sense of security might lead workers to put 
themselves in greater danger 

 Users become too dependent on the technology 

 False assumptions that compromise the humanitarian 
mission 
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Threat(s) Vulnerability / Vulnerabilities Risk(s) 

Persons delete posts from social 
media 

The system is unable to verify the time and 
date of the information, the source of the 
information, and other additional details 
that could help verify the accuracy of the 
data source 

 Wrong action may be taken 

 No action is taken because the post is deleted  

 Users are put in danger 

 Loss of reputation 

Lack of power in the field or lack of 
network in the field 

iTRACK system, used in the field, is solely 
dependent on power and network 

 Humanitarian workers are at risk of harm 

 No communication  

 Central system wrongly assumes users have been harmed 
and/or kidnapped and/or killed  

The management team asks the 
humanitarian workers to always 
have the iTRACK system with them  

iTRACK is a surveillance system that could 
potentially be misused  

 The technology constrains a person or curtails their 
freedom of movement or association 

 User feels they cannot opt out of the technology 

 The individual feels constrained in what he or she can do.  

 The individual feels others watching him or her, judging him 
or her constantly.  

Thieves Technology is attractive 

Technology is easily stolen 

 Endangering humanitarian workers 

 Compromising the humanitarian mission 

 Interception of humanitarian goods 

 Loss or destruction of information 

 Data accessed by external parties and exploited  

 Interception of communication 

 Third parties may purposely trigger alarms to attract a 
response 

People (non-humanitarian 
workers) are suspicious of the 
technology  

iTRACK system has to be visible  Local communities do not trust humanitarian workers who use 
iTRACK and do not co-operate, especially if there is a visible 
camera  
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Threat(s) Vulnerability / Vulnerabilities Risk(s) 

Operators of the system store data 
for an indefinite period of time 

System stores data (centrally or temporarily) 
for a prolonged period of time 

Contravenes privacy principles in relation to storage 

Too many people have access to 
data, both within iTRACK and 
humanitarian organisations 

Data can float around in an organisation  Contravenes privacy principles of limiting access to data 

Table 5: Identified Risks 
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7.2  Health monitoring 

In its original proposal the iTRACK system considered using smartwatches to exploit the power of 

integrated health sensors and thus gather health data. It was envisaged that through smartwatches, 

iTRACK would monitor the health condition, via the heartbeat, of an individual and create individual and 

collective benchmarks. If an individual’s value significantly differs from the average, this could be a sign of 

distress (e.g., increased heart rate), especially if complemented by similar signs in nearby individuals.  

 

During the process of carrying out the E/PIA, the project consortium, including the ethics committee, and 

the external ethics advisor, considered the ethical and privacy risks posed by a health monitoring solution. 

Personal health data touch upon the identity and private life of the individual and form part of the 

personality of the individual, and are thus extremely sensitive. Unlike for example location detection, 

health data is sensitive. The disclosure of health data carries great risks of discrimination, social stigma, 

and so on.33 Moreover, gathering information about the humanitarian workers’ health would be the most 

intrusive element of iTRACK.  

 

Due to its sensitive nature, the data that is intended for collection is not only subject to all the general 

rules on the protection of personal data, but in addition subject to the special data protection rules on the 

processing of sensitive information.34 For instance, consent needs to be more specific. In addition, greater 

consideration is needed for the principles of autonomy and self-determination. Lastly, higher levels of 

security are optimal. 

 

The collection of, and access to, personal health data should be limited to treating medical practitioners 

and to those third parties (non-treating medical practitioners, healthcare and social security personnel, 

administrators,) who can demonstrate a legitimate use. Whilst we could find legitimate justifications35 – 

e.g., the use of consent - we came to the conclusion that the benefits did not justify the risks.  

 

In reaching our conclusions we took account of the European Charter of Fundamental Rights, especially 

Article 3 (Right to the integrity of the person) and 8 (Right to Respect for Private and Family Life). In 

addition, important ethical issues found in the following Opinions released by the European Group on 

Ethics in Science and New Technologies were considered: 

 

 Opinion n°28 - 20/05/2014 - Ethics of Security and Surveillance Technologies 

 Opinion n°26 - 22/02/2012 - Ethics of information and communication technologies 

 Opinion n° 13 - 30/07/1999 - Ethical issues of healthcare in the information society 

 00323/07/EN - Working Document on the processing of personal data relating to health 

in electronic health records from the Article 29 Data Protection Working Party.  

 

Furthermore, all the standards and legislation listed in the sections afore were also taken into account, as 

well as the General Data Protection Regulation. The GDPR states that personal data concerning health 

should include: 
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All data pertaining to the health status of a data subject which reveal information relating to the past, 
current or future physical or mental health status of the data subject. This includes: 

 Information about the natural person collected in the course of the registration for, or the 
provision of, health care services; 

 A number, symbol or particular assigned to a natural person to uniquely identify the natural 
person for health purposes; 

 Information derived from the testing or examination of a body part or bodily substance, 
including from genetic data and biological samples; 

 Any information on, for example, a disease, disability, disease risk, medical history, clinical 
treatment or the physiological or biomedical state of the data subject independent of its 
source, for example from a physician or other health professional, a hospital, a medical device 
or an in vitro diagnostic test.36 

 

We have to considered issues relating to security, privacy, data protection and legality, as well as social, 

political and ethical ones. The following risks were identified: 

Threat(s) Vulnerability / Vulnerabilities Risk(s) 

iTRACK system 
collects health data 

 Users unsure how to 
understand health data as they 
are not trained medical staff. 

 System is not developed 
enough to tell apart different 
states of physical wellbeing 
(e.g., in distress vs. excited).  

The risk of miss-assessing what the health data is 
telling us and consequently taking the wrong 
course of action. 

iTRACK system 
collects health 
data 

 Users are not using iTRACK 
with full informed consent 

 Users have no choice but 
have their health data collected 

Non-consensual or compulsory medical 
examination would lead to the risk to privacy and 
personal data. 

iTRACK system 
collects health 
data 

 

 Lack of time to check the 
reliability of the information 
received. 

 Insufficient resources to 
verify information. 

 Data captured/collected 
might not be accurate.  

 Data collected might 
become redundant due to 
changed circumstances. 

 Decisions based on incomplete, unreliable or 
false information. 

 Negative impact on assistance provided.  

 Poor quality information in iTRACK increases 
the risk of introducing inaccuracies. 

 Lack of confidence in the reliability and 
accuracy of the information gathered by other 
components. 

iTRACK system 
collects health 
data 

 Some people may give more 
personal data than they need 
to.  

 Some people may believe 
they have no choice. 

 Processing more personal data than necessary 
creates a bigger target for attackers.  

 Obtaining health information that does not 
serve the purpose of the iTRACK system and thus 
breaching data minimisation. 
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iTRACK system 
collects health data 

 End users do not have a good 
understanding of the 
differences in healthcare 
standards across jurisdictions 

There is a breach of national rules, resulting in 
damage to the iTRACK system reputation. 

iTRACK system 
collects health 
data and there is a 
security breach 

Very sensitive data could fall 
into the wrong hands/be 
shared across organisations 

 Regulatory and public backlash. 

 Unauthorised access, modification or disclosure 
of a patient’s medical data.  

iTRACK system 
collects health 
data 

Ill treatment/lack of treatment 
to patients due to heath status  

 

 Health inequalities and risk of profiling. 

 Discrimination, social sorting and social 
exclusion – The disclosure of medical and 
personal data may lead to discrimination and 
social sorting, which may have severe impacts 
on the patient’s social life. 

iTRACK system 
collects health 
data 

Employers could also 
potentially utilise health data 
in order to gain an idea of, for 
example, levels of fitness in 
their employees (without their 
consent) 

 Breaching principles of data minimisation and 
autonomy.  

 Repurposing or secondary use of data (‘mission 
creep’) – There is a serious risk that health data 
might be used for a purpose different from that 
for which the data were originally collected.  

Table 6: Identified Risks in Health Monitoring  

Noting the risks outlined it was found that they outweigh the benefits. Whilst some of these risks may be 

similar to the risks concerning other elements of the iTRACK system they are more prominent as they 

concern sensitive information. Furthermore, it was found that monitoring health did not provide an 

additional level of security to the humanitarian workers, and, at this time, the same results could be 

obtained through the integrated use of the other components, e.g., tracking location, communication, 

threat detection system. It was concluded that alternative ways of collecting information about 

humanitarian workers’ health would deliver the same sought after benefits while being more acceptable 

to the humanitarian workers themselves. Indeed, ‘one of the biggest challenges in implementing eHealth 

concepts is convincing the public that the service provided in general – and the electronic health records 

in particular – will be safe and secure.’37 The European Commission's 2014 mHealth Green 

Paper consultation ALSO revealed that people often do not trust mHealth apps.38
 In this context we 

consider that whilst some workers may be indifferent or welcome health monitoring, others may be put 

off by it and thus we would be exposing the entire iTRACK system to a lack of usage and/or mistrust.  

 

Furthermore, iTRACK strictly abides by the principle to only collect information that is needed for a 

specific purpose; as the health data does not serve a different and specific purpose from the other 

components it was felt it would contravene the aforementioned principle. Thus, emanating from a careful 

consideration of what data is strictly necessary to provide iTRACK’s desired functionality, in line with the 

aims of the project, we thus decided not to collect or process more data than strictly necessary. 

 

In addition, we noted that adding the health care element would require competence in understanding 

the health situation. We noted above in the table the risk that one may misinterpret the data generated 

from a health-monitoring device. In a humanitarian context interpreting health data is extremely complex 

and the likelihood of error (by machine or human) is very high. It is not the same as dealing with location 
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data, when a person is either somewhere or is not. A heartbeat rhythm change is very personal and 

subjective. Human emotions can affects health indicators – such as heartbeat - which have nothing to do 

with the situation on the ground. Furthermore, including a health data collection tool would mean that 

for all parties using health data, an equivalent to the accountability of health professionals would need to 

be established.  

 

Working with health data also means we would need to raise security issues, i.e. confidentiality, integrity 

and availability aspects and require compliance with standards for managing health information (e.g. ISO 

27799:2016). 

 

Furthermore, collecting health information may raise different reactions from different users (more so 

than for e.g. location tracking). As shown by Rachels, this means, for example, that young people might be 

more sensitive to this form of data collection than older people.39
 For people with stigmatizing diseases or 

disorders, transmission of health data may also be especially sensitive. This is highly relevant in iTRACK 

where users, humanitarian workers, will come from various backgrounds. If we include this component, 

even if it is optional, users may still feel pressured into using it and their autonomy be particularly 

threatened.  

 

The consortium therefore decided that collecting health data, and then defining and interpreting change 

progress metrics with regard to monitoring health, was too costly and too risky to justify the benefits, 

which could also be established through different means.  

7.3 Recommendations 

We have developed the following recommendations in response to ethical and privacy issues and risks 

arising during the course of the E/PIA. It is emphasised that the below are recommendations.  

 

The recommendations are grouped into global policy issues to be addressed by the iTRACK project and 

should also be considered by the humanitarian organisation(s) that will be using the system. With regard 

to the partners in the consortium developing the iTRACK system, the below recommendations should 

help them in designing the technology. In other words they should be used as a springboard for 

elucidating what technical solutions can best achieve the recommendations.  

 

The recommendations are based on an analysis of possible solutions to the identified risks. This step 

involves developing strategies to eliminate, avoid, reduce or transfer the privacy risks. These strategies 

could include technical solutions, operational and/or organisational controls and/or communication 

strategies (e.g., to raise awareness). The primary aim of these solutions is to ensure that the iTRACK 

technology respects the dignity and privacy of its users and thereby allays any concerns they may have 

with regard to using it. 
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 The technology and its use must respect the core humanitarian principles of humanity, 

impartiality, neutrality and independence. 

 

 iTRACK needs to abide by the principle of non-discrimination: The principle of non-

discrimination guards against adverse distinction in the treatment of different groups or 

individuals, on the basis of race, colour, sex, age, language, religion, political or other opinion, 

national or social origin, property, birth, disability, health, sexual orientation or other status. 

 

 The usage of iTRACK by humanitarian workers has to be based on an informed consent; this 

means users understanding why data is being collected, how it will be used and stored, by whom, 

and for what purpose. We therefore recommend developing an understandable and easily 

accessible information and consent mechanism. Consequently, clear and transparent informed 

consent procedures should be implemented at every stage of data collection. In each case, this 

should be backed up with an information sheet outlining the same basic information and 

describing the basic principles and measures that iTRACK has in place to protect data.  

 

 For the humanitarian workers if using iTRACK is part of the job, this should be made explicit in the 

job description. 

 

 Consent should be given by any appropriate method enabling a freely given specific, 

informed and unambiguous indication of the data subject’s wishes, ensuring that 

individuals are fully aware that they give their consent. However we note that the most 

common approach to consent is privacy notices and polices and such texts are not always 

understandable or effective. Most commonly, privacy notices and terms of use are simply 

accepted by users without any engagement. iTRACK should therefore pursue alternative 

ways of presenting privacy related information. iTRACK might explore: 

 Considering how best to provide useful information to the various users, 

and at what points in the user experience this should be done to best 

assist them in understanding the information they are sharing. 

 Pop-up, context-relevant notifications but ensure that they do not 

hamper operations of the user when they are in distress. 

 Approaches to providing information regarding which other users have 

access to what personal data.  

 

 Where possible it is recommended that consent for processing of personal information 

should be per each service/component (e.g., the tracking component, the communication 

component, etc.). If however the organisation decides that the humanitarian staff need to 

use all components this should be justified.  

 

 It is recommended that there is an option that allows consent to be withdrawn, provided 

it does not harm other humanitarian workers, without negative consequences for the 

Recommendations: 
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data subject. Data subjects should have the option to request that their personal data be 

deleted and there will be no further processing of that data. The organisation in charge 

should give due attention to this request. If the request is rejected this should be justified.  

 

 Organisations using iTRACK should establish a simple and easy to find mechanism whereby a 

person has the option to request information about what personal data the organisation holds 

about them, and mechanisms to receive and respond to any complaints or concerns beneficiaries 

may have about the use of their personal data.  

 

 We recommend pseudonymisation of data. This allows a little flexibility (removes the identifiable 
information from the data, via, e.g. encryption, and removes the link ability of a dataset with the 
original identity of an individual), whereas anonymisation has to remove any information that 
may serve as an identifier of a data subject. So, we recommend pseudonymisation to give the 
developers a little flexibility whilst still complying with relevant standards.  

 
 When using the iTRACK system there needs to be an official data protection policy and dedicated 

data protection officer (DPO).  
 

 The organisation using iTRACK must empower the DPO to act as an independent assessor 

of its data protection policy and data protection practices. The DPO should also be 

responsible for data security initiatives and any privacy impact assessment initiatives, as 

well as training staff in relation to privacy and data protection. The DPO must also ensure 

that the organisation has adopted good data governance policies and procedures.  

 

 There are concerns about the breadth of information that is collected on the users, including 

during their private time. As such we recommend that the technology comply with principles of 

data minimisation.  

 

 iTRACK must be able to produce a convincing argument concerning why processing 

particular types of data contribute to the realisation of the aims of the technology.  For 

this reason, it is necessary to understand the main purposes of the system, in order to 

implement a policy of proportional data processing.  

 Data collected and stored without an identifiable, legitimate and proportional purpose 

should be immediately removed. 

 To prevent unnecessary data being collected ‘after hours’, iTRACK should provide users 

with the ability to easily turn off the technology.  

 

 Recorded data should be stored in a way that maintains the integrity of the information. This is to 

safeguard that the rights of persons using iTRACK are protected and that the information can be 

used successfully for its envisioned purpose.  

 

 The deletion of personal data, both in the livestream and in backups, that is no longer necessary 

for the completion of a specific task is a core principle of data protection. We therefore 

recommend that iTRACK define a reasonable retention period for all data collected and has a 

robust policy on data deletion. Further, the data of beneficiaries who no longer use the 
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technology should be deleted. It is acknowledged that data stored in different places will have 

different policies.  

 

 With regard to visual recording, iTRACK must allow for any recording device to be switched off, in 

addition users of recording devices must know when and when not / what and what not, they can 

record. The continuous recording will require strong justification.  

 

 As cameras can be quite small or unnoticeable, and could be recording in fast moving 

circumstances, 3rd parties may not be aware that they are being videoed. We strongly 

recommend the use of signage, which is considered to be best practice in terms of 

country-specific guidance, such as the UK Information Commissioner’s guidance on the 

use of CCTV in public spaces.40 This method however has to be evaluated on a case-by-

case basis and be balanced with security concerns. 

 

 The DPO should monitor the use of video to determine if it is achieving its original 

purpose. 

 

 iTRACK may capture data on third parties. It is advised that in developing the system iTRACK 

comes up with appropriate ways of informing individuals. One potential solution could be using 

social media to inform individuals that the technology is being used in a particular area. This 

method however has to be evaluated on a case-by-case basis and be balanced with security 

concerns. 

 

 To ensure against hacking, malware cyber-attacks etc., we recommend that rigorous information 

security and data protection policies be devised and implemented. Moreover, when in use, there 

should be regular security audits and an adequate and often tested backup/recovery system.  

 

 We recommend ensuring that transfers of personal data within iTRACK are only undertaken 

when required as a task imperative, and that it is done through secure means. 

 

 In designing iTRACK we recommend the developers to be aware of local factors that might impact 

the use of iTRACK. Such factors might include:  

 

 Extensive government control of mobile communications, widespread surveillance of 

phone and internet connections  

 The security vulnerabilities of mobile technologies used to process, store or transfer data  

 The political, religious, ethnic or social contexts in the country, which might create 

particular risks when collecting and using personal data 

 In countries where iTRACK will be used we recommend ensuring knowledge of all laws 

with regard to encryption and use of surveillance type technology.  

 

 In countries where encryption is legal use end-to-end encryption. This ensures privacy even if the 

messaging server should be compromised. All encryption should be based on established best 

practice encryption standards and configurations.41 

https://ico.org.uk/for-organisations/guide-to-data-protection/encryption/


iTRACK_WP3_DEL3.1_EPIA_R01                                   

D3.1– ITRACK IMPACT ASSESSMENT AND RECOMMENDATIONS 

©iTRACK Consortium 41 CO 

 To help users know this, iTRACK should also come with a pop up that says “you are in 

country X, please check your encryption laws before using the system.” 

 

 To prevent against risks emerging from the loss and theft of the technology (e.g., phone with 

iTRACK app) we recommend that all data should be stored centrally where possible, and be 

managed by a data controller. It is acknowledged that the development of a core backend is a key 

component of iTRACK.  

 

 iTRACK technology should not draw attention to itself to attract thieves. ‘Where encryption is not 

appropriate, for example, if it may have an effect on the information that you are choosing to 

process, then other appropriate methods should be employed to ensure the safety and security of 

information.’42 

 

 To protect from data loss we recommend that there is an implementation of effective data 

backup and recovery methods, which takes into account relevant recommendations and 

regulations on deletion and storage.  Project should develop and implement a disaster recovery 

plan. 

 

 Before any algorithm is used in the field, designers of iTRACK should ensure it is robust enough 

through numerous tests and hypothetical scenarios. Moreover, education on the ethical aspects 

in the design of algorithms should be included in the training of developers. 

 

 Consider making anything about the assumptions being built into the algorithm be made 

visible/transparent to users so they can also better judge when those assumptions don’t 

meet the situation on the ground. 

 

 Ensure that individual rights are respected in the context of tracking commodities  

 

  iTRACK users should be trained about the technology. The use of short but informative videos 

may be optimal over long documents, which users may lose interest in. These videos could be 

shown during a training workshop.  

 

 Individuals have different levels of competency in relation to technology. It is therefore 

recommended that the iTRACK system be designed with an intuitive functionality, to design a 

system that is easy to use.  

 

 A good design of a system is vital. Systems that are difficult to use may create undesirable 

outcomes (including breaches of privacy, data protection and ethical principles) during 

use.  E.g., users do not know when or how to make security related decisions. 

 Before solutions are implemented, where possible, crosscheck the information received and/or 

compare data with trusted sources. This is particularly true of information received from social 

media.  
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 iTRACK should, where possible, rely on technology that can work outside of networked areas.  

 

 To secure communication, we recommend the using a technology that allows for confidentiality, 

verifiability and availability.   

 

 With regard to all technology: iTRACK should consider less privacy intrusive methods of achieving 

this need where possible.  

 

 



iTRACK_WP3_DEL3.1_EPIA_R01                                   

D3.1– ITRACK IMPACT ASSESSMENT AND RECOMMENDATIONS 

©iTRACK Consortium 43 CO 

8 Future work  

The iTRACK E/PIA does not end with this document. The recommendations outlined will be taken into 

account throughout the project lifecycle. Moreover as part of the iTRACK privacy and ethical impact 

assessment Trilateral Research Ltd. will lead the following additional tasks:  

 

Tasks 

Task 3.2 Socio-cultural considerations for future development  

The aim of Task 3.2 is to provide an evaluation of the socio-cultural considerations that should be taken 
into account in the future development and planned exploitation of the iTRACK system. Such 
considerations include: gender issues, social impact, liability, trust, and religious and cultural issues. The 
task will involve desk-based research anticipating the potential use of the iTRACK system across the 
globe. Documentation to be examined will include: journal articles, books, book chapters, project 
reports, white papers, blogs and other reports. The findings from this task, D3.2 will inform the 
consortium of considerations in future exploitation activities (WP8).  

 

Task 3.3 Ethical and privacy monitoring  

Task 3.3 will involve a monitoring exercise, in which partners will develop a form to be completed in the 
course of the exercises. This form will feed into the preparation for the simulations (second phase of 
Task 6.1). This task will be conducted in collaboration with WP1, to establish a process that will ensure 
that ethical and privacy considerations are continuously monitored. By using an iterative approach, this 
task will provide feedback to WP4 and WP5, to ensure that any additional concerns are taken into 
account in the final build. In addition, partners will monitor notable security risks relating to liability and 
accountability of the use of the iTRACK solution.  

 

Task 3.4 Project Reflection  

Task 3.4 will involve a short online survey with participants of Task 3.1 and 3.3 in order to evaluate the 
usefulness and adequacy of the impact assessment run by TRI. Such a task will provide useful feedback 
for conducting future assessments in collaborative projects. The task will proceed with the following 
actions: survey design (Questions and optimisation of the online survey tool); survey implementation 
(using SurveyMonkey); evaluation and write-up of results.  

 

Table 7: Tasks remaining as part of the E/PIA in iTRACK 
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Annex: WP3 Questions for technical partners 

The following interview questions are designed as a first step in mapping information flows for the iTRACK 

systems. They have been developed to assist Trilateral with carrying out an ethical and privacy impact 

assessment (E/PIA) for the iTRACK project. These are a set of questions to map preliminary information 

flows and will be revisited and amended during the E/PIA workshop. The E/PIA is a process, which will 

assist us in identifying threats, vulnerabilities and risk criteria in relation to the iTRACK systems. 

Subsequently, a set of solutions will be devised in order to address the risks identified. 

 

Attached to this document are Annex A and Annex B (Information sheet and Consent sheet).  

Ethical protocol 

Integrity and proper ethical conduct, as described in the iTRACK ethics handbook (D1.1), will guide this 

research. For the purpose of these questions the research participants are iTRACK partners developing 

the technology, namely: 

 

o Treelogic Telematica Y Logica Racional Para La Empresa Europea Sl 

o Knowledge Now Limited 

o Teleplan Globe As 

o Intrasoft International Sa  

o Teknova As  

 

All participants are adults and are literate. All research participants have a good command of English and 

the interviews will be carried out in English. The following steps will be undertaken: 
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Participant is given an information and consent sheet at least 24 hours before the interview (by e-
mail).  

At the start of the interview each participant should be given an oral explanation of the material 
provided on the information and consent sheet. The participant is given a unique ID or pseudonym 

Participants can raise questions and receive understandable answers 

Participant may decline to answer a question or withdrawal from the research all together 

The interview will be conducted via skype and will be recorded via MP3 Skype recorder software. 
The researcher will also take notes 

Within 24h of the interview, the participant is asked to return the consent sheet (signed and dated) 

After the interview, the recorded audio will be transcribed and/or an interview report will be drawn 
up by the researcher, summarising they key answers 

All data will be stored in accordance with the iTRACK Data Managment Plan 

The answers provided will be used by WP3 partner (TRI) to better understand the iTRACK technology 
and to map information flows. This will feed into D3.1 

All information provided will be reported annonymously  
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The following questions will be asked during the interview:  

Technology background 

o Could you please describe the system/technology/tool that you are planning on developing for 

the iTRACK project (in simple/layman’s terms)? 

o What is the purpose of the technology (e.g., provides safety exit routes from a crisis area / track 

persons in case they go missing / monitors health / take videos and pictures of an area / provide a 

messaging service/etc.,)? 

o Does the technology involve body searches / body scanning / biometrics43? 

o Does the technology involve surveillance of individuals / groups of people? 

o Are CCTV or other image recording devices used? 

o Does the technology use profiling technologies44? 

o Are there alternatives to the technology that are less intrusive? 

o Could the system/technology affect any vulnerable groups45 (directly or indirectly)? 

o Could the technology benefit some groups and exclude others? 

o Who is developing which component of the technology / is the technology development being 

sub-contracted?  

Data collection  

o What personal information is collected, and how is it collected? (N.B.: personal information or a 

combination of information, that relates to and can identify an individual). 

o Is there a principle of data minimisation46 in place? If so, how is this ensured? 

o Is any sensitive information collected (e.g., information about an individual's life and orientation, 

race, religion or political beliefs, trade union membership, political affiliation, health, commission 

or alleged commission of an offence)? 

o How is this personal information used? Is it disclosed to any third parties? 

o Will data subjects/individuals be asked to provide and/or authenticate47 their identity? If so, how? 

o Are there any indirect data subjects that information is collected about (i.e., not users of the 

technology)? 

o Does the system involve new links with personal data held in other systems? 

Data storage, retention and deletion  

o Where will the information collected by the system be stored? 

o Does the system store data in the cloud? 

o Is any data stored on remote devices / on individual laptops? 

o Will stored data be protected (encryption, access control, etc.,)? 

o When is personal information de-identified or destroyed?  

o How will destruction of data be done securely? 
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o What security measures are in place to protect the personal information from loss, unauthorised 

access, use, modification, disclosure or other misuse? (Please answer with regard to physical 

security and technical security)48 

Consent and access 

o Can users decline to use the technology and can they turn off the technology? 

o Will free and informed consent be obtained for: 

o The use of the technology? 

o The processing of data? 

o If the user is unable to sign/mark a document so as to indicate consent, can consent be given 

orally in the presence of at least one witness and recorded in writing? 

o Is the prospective user provided with an information notice on the technology and data collection 

which includes information on (amongst others): 

 What the technology does? 

 Why the information is being collected? 

 Who is collecting the information (and their contact details)? 

o Is any information collected from data subjects/individuals without them being informed? 

o Will the data subject be able to access the data, if so how? 

o Will the data subject be able to correct information that is wrong or out of date?  

Sharing 

o Will collected data be shared? If so: 

o To whom will the information be disclosed? 

o How will the sharing take place? 

o What information will be shared? 

o Will the shared information still have the same privacy protections in place after it is disclosed? 

o Will individuals be informed about the sharing of their data? 

o Could the same objectives be achieved without sharing of information? 

Information quality  

o Are there safeguards in place to ensure information quality (accuracy, up-to-date, etc.) 

o Are individuals provided with the possibility to access and correct their personal information? 

o How will other agencies/partners be informed about any updates to personal information held?  
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iTRACK information sheet  

What is this study about? 

You are invited to participate in a research study being conducted by the iTRACK consortium which is 

coordinated by the University of Agder, entitled ‘Integrated system for real-time TRACKing and collective 

intelligence in civilian humanitarian missions’ (iTRACK). The project is funded by the European 

Commission under the Horizon 2020 scheme (Grant agreement number 700510). The iTRACK consortium 

consists of 12 organisations:  

 

Partner Short name Country 

University of Agder UiA Norway 

Trilateral Research Ltd. TRI United Kingdom 

Treelogic Telematica Y Logica Racional Para La Empresa 
Europea Sl 

TREE Spain 

Knowledge Now Ltd.  K-Now United Kingdom 

Teleplan Globe SA TPG Norway 

Svenska Handelshogskolan HANKEN Finland 

Intrasoft International SA INTRA Luxembourg 

Teknova AS TVA Norway 

ARTTIC ARTTIC France 

Delft University of Technology TUD Netherlands 

World Food Programme WFP Italy 

Information Management And Mine Action Programs Inc. iMMAP United States 

 

The project began in May 2016 and will end in April 2019. 

 

iTRACK will develop human-centred technologies that take into account actual real world practices of 

humanitarian aid workers, and provide policies for better protection and a more effective and efficient 

response. The project involves the build and testing of the iTRACK system, an integrated intelligent real-

time tracking and threat identification system to improve protection of responders and assets, and 

provide information management and logistics services such as real-time information up- dates and 

analyses as well as navigation, routing and scheduling. iTRACK will achieve this through an 

interdisciplinary, socio-technical approach, which will draw on the latest advances in sensor development, 

GIS, security and privacy, artificial intelligence, information management, risk analysis, and humanitarian 

logistics. The iTRACK system will be deployed, implemented and tested in simulations with humanitarian 

practitioners. 
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As part of the study we will conduct interviews with civilian humanitarian organisations, end users and 

those responsible for developing the technology. Accordingly, we would very much welcome your 

participation in this research. 

 

If you agree to be interviewed, any personal information (e.g., name, contact details) that will be 

collected from you is for our internal processing and administrative purposes only, and to enable us to 

contact you if we require further information. Your details will be kept for a maximum period of 12 

months following the end of the research project. Unless you prefer otherwise, we will not publish any 

information in reports or communications materials that would enable you to be directly or indirectly 

identified. 

 

What will I be asked to do? 

You will be asked to answer questions about the iTRACK platform and its technological components. With 

your permission the interview will be recorded on audio (MP3 Skype recorder) and then transcribed. We 

estimate that it will take about 90 minutes.  

 

Where will the interview take place? 

The interview will take place by Skype.  

 

What will you use my answers for? 

Your answers will be used to provide input for us to understand and model workflows and policies in 

practice. Additionally, the information that you provide may be used to write articles for peer-reviewed 

journals and magazines, and for presentations at conferences and workshops. Unless indicated otherwise, 

all information that could either directly or indirectly identify you will be anonymised. 

 

What are the potential risks of participating in research? 

We do not envisage any risks to be caused by the participation.  

 

Are there any costs? 

There are no costs for participating. 

 

Will I be paid? 

We cannot pay you for participating in this research. 

 

Storage of data: 

The information received from this interview via an audio recording will be stored securely and will be 

managed by the appointed project data controller, the project coordinator, Dr. Tina Comes, UiA.  
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Interview transcripts will be shared with only those members of the consortium who require access for 

their work.  

 

Your rights and confidentiality 

If you agree to participate in this study, please understand that your participation is voluntary (you do not 

have to do it). You have the right to withdraw your consent or stop your participation at any time without 

penalty. You have the right to refuse to answer particular questions. You may leave the meeting at any 

time. Notes about what you say will be taken during your interview, but they will not include your name 

or any information that could identify you to others. As part of anonymising the interview you will be 

given a unique ID/pseudonym. 

 

Every effort will be taken to protect the identity of the participants in the study. You will not be identified 

in any report or publication of this study or its results. You can review any audio recording/notes of the 

interview should you choose to do so.  

 

If you change your mind and do not want to be interviewed, please contact the researcher or project 

coordinator (details below).  

 

Keeping in touch with the project 

As iTRACK is a research and innovation action, it is essential to share the high quality results of the project 

with stakeholders who are likely to benefit from it. You can choose to be kept informed about the 

project’s progress, and will thus be put on a mailing list, however this is not mandatory.   

 

More information? 

For more information on the project, please contact: 

 

Name of researcher: Julia Muraszkiewicz 
Organisation: Trilateral Research 
E-mail: julia.muraszkiewicz@trilateralresearch.com 
 

 

Project coordinator 
Name: Dr. Tina Comes 
Organisation: UiA 
E-mail: tina.comes@uia.no 

Project website: 
http://www.itrack-project.eu/  

mailto:tina.comes@uia.no
http://www.itrack-project.eu/
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iTRACK informed consent sheet  

I volunteer to participate in this research conducted by the iTRACK consortium, coordinated by the 

University of Agder, entitled iTRACK. The iTRACK consortium consists of 12 organisations: the University 

of Agder, Trilateral Research Ltd., Treelogic, K-Now Ltd., Teleplan Globe, Svenska Handelshogskolan, Intra- 

soft International, Teknova AS, ARTTIC, Delft University of Technology, the World Food Programme and 

iMMAP. The project is funded by the European Commission under the Horizon 20202 funding 

programme, grant agreement number 700510. The project began in May 2016 and will come to an end in 

April 2019. 

 

iTRACK will develop human-centred technologies that take into ac-count actual real-world practices of 

humanitarian aid workers, and provide policies for better protection and a more effective and efficient 

response. The project involves the build and testing of the iTRACK system, an integrated intelligent real-

time tracking and threat identification system to improve protection of responders and assets, and 

provide information management and logistics services such as real-time information up- dates and 

analyses as well as navigation, routing and scheduling. iTRACK will achieve this through an 

interdisciplinary, socio-technical approach, which will draw on the latest advances in sensor development, 

GIS, security and privacy, artificial intelligence, information management, risk analysis, and humanitarian 

logistics. The iTRACK system will be deployed, implemented and tested in simulations with humanitarian 

practitioners. 

 

1. My participation in this project is voluntary. 

 

2. I understand that I will not be paid for my participation. 

 

3. I understand that I may withdraw my data and myself and discontinue participation at any time 

without any consequences. I understand that I can only withdraw my data from the research 

before any findings have been published and/or are included in Deliverable 3.1 for the study. 

 

4. I understand that I have the right to ask questions and receive understandable answers before 

making any decision. 

 

5. I understand that I have the right to decline to answer any question or to terminate my 

involvement at any point during the interview. 

 

6. I have been informed of the following: 

 the reason for the interview 

 the purpose for the collection of any personal information, such as contact details 

 

 my rights in relation to that personal information 
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 the subject matters to be discussed 

 

7. I have been made aware of any external use of the research. 

 

8. I would like/not like to review transcripts of the interview upon completion. (Please circle the 

option you choose). 

 

9. I would like/not like to receive updates on the progress and findings of the project (Please circle 

the option you choose).    

 

10. I understand that the interview will last approximately 90 minutes. With my permission, research 

notes will be taken during the interview, and the interview will be recorded and transcribed.  

 

11. I would like/not like to be identified in any reports. (Please circle the option you choose).If you 

choose not to be identified, the researcher will not identify you by name in any reports using 

information obtained from this interview, and your confidentiality as a participant in this study 

will remain secure. Subsequent uses of records and data will be subject to standard data use 

policies, which protect the anonymity of individuals. 

 

12. I understand my right to request access to any, and all, personal information that I have 

voluntarily provided as part of my participation, and that I may ask for that information to be 

rectified and/or amended if it is inaccurate, or request that all personal information that I have 

provided be deleted.  

 

13. I understand that the iTRACK consortium intend on retaining anonymised versions of research 

transcripts and questionnaires for a period of up to 12 months following the completion of the 

project.  

 

14. I understand that the iTRACK consortium intend on retaining my personal contact details for a 

period of up to 12 months from the completion of the Project where necessary.  

 

15. I agree/disagree to be quoted directly. (Please circle the option you choose)  

 

16. I have read and understood the explanation provided to me. I have had all my questions 

answered to my satisfaction, and I voluntarily agree to participate in this study.  

 

17. I have been given a copy of this consent form.  

 

18. My iTRACK ID/pseudonym number is ..................... 
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My signature Researcher’s signature 

 

………………………………………. 

 

………………………………………. 

Date Date 

 

………………………………………. 

 

………………………………………. 

 

 

Name of researcher: Julia Muraszkiewicz 
Organisation: Trilateral Research 
E-mail: julia.muraszkiewicz@trilateralresearch.com 

 

 

Project coordinator 

Name: Dr. Tina Comes 

Organisation: UiA 

E-mail: tina.comes@uia.no 

Project website: http://www.itrack-

project.eu/  

  

mailto:tina.comes@uia.no
http://www.itrack-project.eu/
http://www.itrack-project.eu/
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